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IHacnopT
OLIEHOYHBIX MATEPHAJIOB 110 Y4eOHOM AUCIHIIINHE
«ndopmanronHas 6e301MacHoCTLY

[Tepeuenr kommereHIMH, GOPMHPYEMBIX B pe3yjibTaTe OCBOEHHA Yy4eOHON
JUCIUIUIUHEIL (MOYJIS)

Ne Kon DopMyIHPOBKA Kontponupyemsie pazaenst (TemMsl) yuebHOH Oranel
1/ KOHTpOIH KOHTPOJIMPYEMOH JHCLMIUIMHEL (MOIYJIS) bopmupos
I pyemoii KOMIIETEHIIMH aHus
KOMIIETEH (cemecTp
_ uuM o N — e | V3yYeHHs)
1. YK-1 CrocoGeH oCyIIeCTBIATh Tema 1. Beenenue B HH(DOPMAIMOHHYIO 4
KPHTHYECKHIT aHATN3 OesomacHoCTE. Momenn  HHGMOPMAIHOHHOM

npobaeMHBIX CHTYalHH Ha 0e301acHOCTH.
OCHOBE CHCTEMHOro moaxoaa, Tewma 2. BolgBneHHe BO3MOKHEBIX HapyIIeHUH U
BBIpabaThIBaTh CTPATETHIO aTak B 9YKOHOMHYECKHMX HH(OPMaAlIMOHHBIX
NEHCTBUE cuctemax (DUC).

Tema 3. [IIpoTHBOZEHCTBHE BPEOOHOCHBIM
nporpammam B SC.
Tema 4. Ilpumenenmue KpunrorpapuuecKux
CHCTEM IIM(PPOBAHUA JaHHBIX.
Tema 5. Metoasl 3amuthl HHGOPMALIUK B
KOPIIOPAaTUBHBIX BBLIYUCIUTEIBHBIX CETAX
(Untpaner).
Tema 6. Mertonsl 3ammThl HHGOPMALMM B
riobansHoi ceTH FHTEpHET.
Tema 7.  Aynur H(pOpMALIMOHHOR
Oe30macHOCTH.
Tema 8. Ananu3 HH(POPMAILMOHHBIX PUCKOB.



n/
11

[Moxa3arenn u KPUTEPHUH OlICeHUBAHUSI KOMHBTEHHHﬁ, OIMUCaHHe MIKaJ
OlleHUBaAHUA

Kon [ToxazaTens oLeHUBaHUS KonTtponupyemerie pasesl
KOHTPOJIMPYEMOM  (3HaHMSA, YMECHUA, HaBbIKH)  (TeMbI) Y4eOHON AUCLUILTHHEL
KOMIETeHIMH e = (momyms)
VK-2  Cnocoben MWJI-1 Ompenenser cBasu  Tema 1. Beemenme B
ONpENENsATh  KPYr MEKIy IIOCTABJIEHHBIMH ~ UH(OPMALIHOHHY O
3ala4 B paMKax 3aJadaMH W Oxujaemble 0e30IIacHOCTS. Monenu
MOCTaBJIEHHOM pe3ynbTaThl UX PEIIEHUS HH)OPMAIIHOHHOM
LUeId H BBEIOMpATH 0e30macHOCTH.
ONTUMAJIBHBIE Tema 2 Brisrenue
crocobsl ux BO3MOXKHBIX  HapylIeHUH H
PELICHHUS, HCXOM aTak B 3KOHOMHYECKHX
U3  JIEeHCTBYIOLIHX HHOOPMAaIMOHHEIX ~ CHCTEMaXx
IOPaBOBBIX  HOPM, (DUC).
HMEIONIHXCS s == - i
PecypcoB u HWUJI-2 B pamkax Tema 3. IlpoTturoneiicteue
OrpaHHYECHHH MOCTaBJIEHHBIX 3ajad  BPEJOHOCHBIM TIpOrpaMMaM B
ompeaenser  uMmerommecs DUC.
pecypchl W orpaHuyenus, Tema 4, ITpnmeHeHue
JEHCTBYIOIIME  TMPaBOBBIE KPHNTOTpaQUIEeCKHX CHCTEM
HOPMBI urH(poBaHUs JaHHBIX.
Tema 5. Meromsl 3auIuTHI
uHbopMauu B
KOpPIIOPATUBHBIX
BBIYHCITUTETBHBIX CeTAX |
(Uurpauer). '

_ Tabmmmna 2 — ITokasaTenn OLeHUBAHHS KOMIIETEHIIHIA

Tema 6. MeTonsl 3alIUTH

nHdopManu B TI0OANBHOH |

cetd IHTEpHET.

Tema 7 Aynur
HH(pOPMAITHOHHOH
6e30MacHOCTH.

Tema 8. Ananus

| MH(OPMALIMOHHBIX PHCKOB.

Haumenosanue
OIIEHOYHOI0
cpencraa
Cobecenoranue,
TECT,
MHIMBUYaIbHOE
3a/aHue

KpHTepHH H IIKaJla OOCHHUBAHHKA 110 OLICHOYHOMY MaTCpHaIy «TecT»

Illxana oumeHHBAaHHUS

_ (unrepBan Gamios) — _ )
 IpouenT npaBuiIbHEIX OTBETOB cocTaBIeT 95-100%

© =N WA Loy ®0|©

~ TIO TEMaM CMBICIIOBBIX MOIynen 1-2

Kpurepuu oneHusanus

_ TIpoleHT MpaBUIBHBIX OTBETOB COCTaBACT 85-90%
- IIpouenT npaBuabHBIX 0TBETOB cocTaiser 71-80%
~ IlpoueHT npaBuipHLIX OTBETOB cocTaBugeT 61-70%

ITponeHT npaBUIbHBIX OTBETOB cocTaBiieT 41-50%

- TIpoueHT npaBuabHBIX OTBETOB cocTaBaseT 16-20%
Ipouent npapumbHEIX 0TBETOB cocTapmser 10-15%

~ IIponenT npaBuiabHEIX 0TBETOB cocTaBiseT 31-40%
_ IIporeHT npaBHIbHEIX OTBETOB COCTaBAeT 21-30%




Kputepuu i mikana oneHuBaHusA 110 OLEHOYHOMY Matepuany «IIpaktudeckas paGota»

1o remam 1,2,3,4

IIkana oneHuBaHUs
(uHTEpBAT OAIIIOB)

Kpurepuii olieH1BaHuS

5

[ [pakTiyeckas paboTa BBIIOIHEHA Ha BEICOKOM YPOBHE, OMYIIEHE!
HE3HAYUTEIbHBIC OLIMOKH IIPY BBINOJIHEHUH, 00YYaIOIIHIACsS apIyMEHTHPOBAHO U
yYBEPEHHO OTBETHJI Ha BOIIPOCHI TIPETIO IaBaTe s

[[pakTrycckas paboTa BBINOJHEHA HA CPEHEM YPOBHE, JOMYLIEHE Oonee 2
HE3HAYMTEJIbHBIE OIIMOKM NPy pacyeTax Uid 0OPMICHHUH, 00ydaroIuics
OTBETHJI Ha OOJIBIIMHCTBO BOIIPOCOB MPENOAaBaTENls

[[pakTiyeckas paboTa BEIIONHEHA Ha HU3KOM YPOBHE, NOIYLIEHO 60IbIIOE
Eom{qecmo CYILIECTBEHHBIX OMMO0K, 00yYarOIUIACSH HEYBEPEHHO OTBETHII Ha
OIIPOCEHI IPENOogaBaTelis

0

[TpaxTrueckas paboTa He BBIIOIHEHA

Kputepuu u mxana oleHHBaHUS 10 OLIEHOYHOMY Matepuainy «lIpaktudeckas pabota»

o TeMe 5

IlIxana omeHUBaHUs
(uHTEpBaN 6aJIOB)

Kpurepuit onieHnBanus

30

[TpakTHyeckas paboTa BBITOJHEHA Ha BRICOKOM YPOBHE, AOIYLIEHBI
HE3HAYHTENbHbIE OIIUOKY IIPYU BHITIOJIHEHNUH, 00yJaloIuiics apryMEHTHPOBAHO U
YBEPEHHO OTBETHJI Ha BOIIPOCHI MTPEIO1aBaTels

20

[IpakTHdeckas paboTa BBIOTHEHA Ha CPEJHEM YPOBHE, IOMYIIEHBI Oonee 2
HEe3HAYMTENbHBIE OIUOKY MPH pacyeTax UiIH OQOPMICHUH, 00yJarOIHHACs
OTBETHIT Ha OOJIBIIMHCTBO BONPOCOB MPENOIABATEIS

5-10

[IpaxTHueckas paboTa BBINOJHEHA HA HU3KOM YPOBHE, IONYIIEHO O0IbII0e
OJIMYECTBO CYIIECTBEHHBIX OUIMOOK, 00yJarOIIUIiCs HEYBEPEHHO OTBETHII HA
BOIIPOCHI TIPENoiaBaTes

0

HpaKTHIIBCKaH paGOTa HE BBIIIOJITHEHA

KpHTCpHH H 1IKaJia OUCHHUBAHHKA 110 OI€HOYHOMY MaT€pHally <<Hpafc*mqecxaﬁ paﬁora»

o Teme 8

[IIxamna orieHUBaHUA
(nHTEpBA)T OaJIIOB)

Kpurtepuii oueHHBaHUA

20

[TpakTHyeckas paboTa BBIIOJHEHA HA BHICOKOM YPOBHE, HOITYLICHBI
HE3HAYUTENIbHBIC ONIMOKY ITPH BBIIIOJIHEHHH, 00y4YaroLUiics apryMEHTHPOBAaHO U
yBEPEHHO OTBETHII Ha BOIIPOCHI MPENo1aBaTels

10-15

[IpakTuydeckas paboTa BBINOJHEHA HA CpElHEM YPOBHE, IONYIIEHE! bolee 2
HEe3HAYMTENIbHbIE OIIMOKH NpU pacdeTax Wi o(pOpMIECHUH, 00ydaroHHCs
OTBETHJI Ha OOJIBIIMHCTBO BOIIPOCOB IIPEIojaBaTesis

>-10

[TpakTuyeckas paboTa BBINOJHEHA HA HU3KOM YPOBHE, JOMYLIEHO O0MBILIOE
[KOJIMYECTBO CYILECTBEHHbIX OLIMOO0K, 00YyUaroLI1iics HEYBEPEHHO OTBETHI Ha
BOIIPOCHI ITPENOJaBaTeis

[[pakTudeckas pabota He BEIIOJIHEHA

OLEHOYHOTO
CpeacTtaa

IIprMepHEIi ITepedeHsb OLIEHOYHAIX MaTEpHaIoB

. Hammenosauue IIpencrasieHne

KpaTKaﬂ XapaKTepHCTHKa OLIEHOYHOI'O cpenc*rBa OLIEHOYHOT'O cpeﬂcma B
~ (oune




1 | 7 . il B —

1 Tecr Cucrema cTaHIapTU3MPOBAHHBIX 3a1aHUH, ®donj TECTOBBIX 33aJaHUI
TIO3BOJISIOIIAst aBTOMATH3HPOBATh MPOLETYPY
W3MEPEHUs YPOBHS 3HAHUM ¥ YMEHHUHN

| S 00yYaromerocs. I . B [
2 Ilpaxtuueckas  CpeacTso NpoBEpKU YMCHUH ITPUMEHSTH Kommmekr
pabora [OJTY4CHHBIC 3HAHUA 110 3apaHee ONPEACICHHON  MHAMBHAYalbHBIX 3aJaHUH
METOJIMKE IS pelleHHs 3a/a4 WK 3alaHui 110 JUISL BBITIOJIHEHU A
TeMaM JMCLUIUIMHEI C HCIIOIB30BaHUEM MPaKTUYECKOH paboThl

~ COOTBETCTBYHOLIETO NPOrpPaMMHOI0 00ECIIEYEHHS. -
MeTtoauyeckue MaTepHasbl, ONpeesIoUiHe Npoueaypbl OlleHHBAHUS
3HAHMH, YMEHHH, HABBIKOB

Ilpyn w3yyeHHH y4yeOHOM IUCLMIUIMHBI B TEUEHUE CEMECTPa CTYIAEHT MAKCHMAlbHO MOXET
Habpate 100 GamroB. MuHMMagbHOE KONWYECTBO OamaoB, HEOOXOAMMOE IS IOJNIYYCHHS 3ayera
cocTaBiser 60 6anIoB.

Texymuit KOHTpONb 3HAHMM 00ydYarOIMXCA OCYIIECTBIACTCA HA OCHOBAaHWM OLIEHKH
CHCTEMAaTHYHOCTH M aKTMBHOCTH I10 Ka)K[I0¥ TeMe MpOrpaMMHOT0 MaTepHana y4eOHOH TUCIUIIIHHEL.

Texymuit KOHTPOJIb 3HAHKUN O0OYYArOUIMXCA OCYHIECTBIIIETCS C IMOMOIIBIO OLCHKH JOKIa/I0B,
BBIMIOJTHEHUS IIPAKTUYECKUX paboT, TECTOB.

Joxmmag 00y4aronerocs A0KEH MPeJCTaBIATL CO00M CBA3HOE, JIOTUUECKH MOCIEe0BATEIbHOE
coo0IeHHe Ha 3aJaHHyH TeMy, IOKa3blBaTh €r0 yMEHHE NPUMEHATH OINPCACICHH:A, NpaBHUla B
KOHKPETHBIX CIIyYasX.

BrinoHeHre 00yYaronMMCs MPaKTHIeCKUX paboT HaNpaBJIEHO Ha:

- obobmieHue, cHCTEMaTH3alMIO, YIIyOJleHHE, 3aKpeIUIeHHE IIOJYYEHHBIX TEOPETHYECKUX
3HAHMH 110 KOHKPETHBIM TeMaM y4eOHON AUCIMILINHEI,

- hopMHpOBaHUE YMEHUI IPUMEHSATh NOJyYEHHbIE 3HAHUS Ha IPAKTHKE, PeATN3aIHI0 eIUMHCTBA
HMHTEJJIEKTYaTbHON U MPaKTUYECKON AEITeIbHOCTH,

- pa3sBUTHE UHTEIUIEKTYAIBHBIX aHATUTHIECKHX YMEHHUH O0YYarOIIHXCS;

- BBIpabOTKY IIPU PEIeHHH MPaKTHIECKHX paboT TaKUX NPoPeCCHOHATbHO 3HAYUMBIX KauecTB,
KaK CaMOCTOSATEJIBHOCTh, OTBETCTBEHHOCTD, TOYHOCTE, TBOPYECKAs HHUIIMATHBA.

IIpakTuyeckre paboOTHl MPEIOIAraloT BHIOJNHEHHE HHAMBUAYAIbHBIX 3a/laHHH pasHOTo
YPOBHS, pacyeT M aHalM3 Pa3iIM4HBIX IOKa3aTeleHd, MX BH3yaJlbHOE MpPEICTaBICHUE, COCTABICHHUE U
ananuz (popMyI, ypaBHEHHH, 00paboTKa pe3yIbTaToB MPOBEAEHHBIX PACYETOB.

TecTrpoBaHue 1O TeMaM CMBICIOBBIX MOJIYJIEH MOKET IPOBOAUTELCS B KOMITbIOTEPHBIX Kilaccax
¢ momonipo mporpamMmel «TecTel» cornacHo rpaduka NpoBEAEHHs TEKYIIEro MOAYIbHOTO KOHTPOIA, a
TaK)Ke B CUCTEME JUCTaHIHOHHOT0 00ydeHus Moodle.

[IpoMesxyTOYHast aTTEeCTALMS OCYIIEeCTBIIETCA B (hopme au(pepeHIMpPOBAHHOTO 3a4eTa.

OTHOCHTE/IBHO paclpesie/ieHus 0aluloB Ha WTOrOBOM KOHTpPOJIE OLEHKM 3HAaHWM, yMEHHH W
HABLIKOB OOYYAIONIMXCS IO pe3ysibTaTaM BHINONHEHHUS 3aJaHUi MCIONB3YeTCs CleAyrollas IIKaua
OLIEHHBaHU:

46-60 6ayI0B BBHICTABISAETCA B CITy4Yae IMOJHOrO0 Ka4eCTBEHHOTO BBIIONHEHHS BCEX 3aJaHHMMI UK
IpY HAIMYUU OJHONW WM JBYX HE3HAYMTENIbHBIX OMMOOK B BBIYMCIICHHH, PEIUCHHE YETKOE U
000CHOBaHHOE, UCIIOIB30BAHMS TBOPYECKUX MOIX0/10B;

36-45 6ain0B BBICTABISETCS TOT/IA, KOTa 00yJarouuics moxasail CliocoOOHOCTh K MPUMEHEHHIO
H3yYEHHOTO MaTepHaia K PEIleHUIo 3ahad; oOBbsICHEHHA U 00OCHOBAaHMSA IIOJHOCTBIO COOTBETCTBYIOT
Tpe6OoBaHUAM IMPOrPaMMBI JAMCLMIUIAHBL, HO SBISIOTCA HEIOCTATOYHBIMH; 9ETKOE OG(opMIeHHE
pellenys 3a/1a4; PEIIEHHE COAEPIKUT OJIHY HIIH [IBE HECYIECTBEHHBIE OIIMOKH;

20-35 6a/IoB BBICTABJIAETCS, €ClIH 00yJyaroniuiics OBlajell HaBLIKAMH PEIIeHHsA CTaHIapTHAIX
33784, YMEHHEM MpOBOIWTh AHAITMTHYECKHE PACYETHl, HO DPENICHHE 3a7ad COEpXHT O0JblIoe
KOJIMYECTBO CYIIECTBEHHBIX OLIHOOK;



0-19 GamnoB BBICTaBISETCS B ClIy4ae, KOTJi@ HM OJHO M3 3aJaHHil HE BBINOJHEHO WM HX
pelieHue COAEPHKUT 049€Hb BOMIBIIOE KOIHIECTBO CYIIECTBEHHBIX ONMOOK; 00yJarOMHiicsS He MoKa3a
BlIaJIeHHE TEOPETUYECKHUMH 3HAHUAMH U IIpHeMaMH pellleHus 3a1a4.

OHHpaF[CB Ha 3HaHHA OﬁyanOH_IHXCFI, IIpENOaaBaTelIb OCTABIIAET 3a coboi [IpaBO pEIIAXOMIETO
CJI0Ba BO BpeMs OLIEHMBAaHHUA 3HAHUH.

Cucrema olleHHBaHHUS 0 yueOHOH QUCUUIUIHHE 110 OYHOM dopMe obydeHms*

Dopma KOHTPOJIA Makc. KoJH4ecTBO 6a/L10B
3a oany padory Bceero

Texymuit KOHTPOIIb:

- TECTHPOBaHKE (TEMBI CMBICTIOBBIX Moayei 1,2,3) 10 30

- IpakTHuYeckas pabora (tema 1,2,3,4) 10 40

- IpakTHueckas pabora (tema 5) 20 20

- IpaKTHyeckas padbora (Tema §) 10 10
IIpoMexyTouHas aTTecTanus 3auem 100
Hroro 3a cemecTp 100

* B COOTBETCTBHUH C YTBEPKAECHHBIMH OLIEHOYHBIMH MaTe€pHallaMH I10 yqeﬁﬂoﬁ JHCHHIIIIHHE

~ Cucrema oneHMBaHuA 110 y4eOHOM QUCLHIUIMHE HA OYHO-3a049HOHN (hopMe o0yueHus
®opMa KOHTPOJIA ~Makc. Ko/IH4eCTBO 0aJJI0B

3a ogHy paboTy Bcero

Texymui KOHTPOITB:

- TECTHpOBAaHHE (TEMBI CMELICIIOBOTO MoayneH 1) 10 10

- TECTHPOBAHHUE (TEMBI CMBICIIOBOIO MOy 2) 10 10

- TECTHPOBAaHHE (TEMbI CMBICIIOBOTO MOIYJIS 3) 10 10
- KOHTpOJbHas pabora (Tema 5,8) - {1 35 I 70
Ilpomexyrounas arrecramus | saser 100
Hroro 3a cemectp e e

PACIIPEAEJIEHUE BAJLIOB, KOTOPBIE ITIOJTYYAIOT OB YYAIOIIUECSA

MaxkcumaabHOE KOJINYeCcTBO 0AJI0B 32 TeKY LM Makcumanpnas cymma 621108
KOHTPOJIb M CAMOCTOAITENIbHYIO paboTy S TITEEEEE—
Bee Buaer
CwmbicnoBoi CMbICI0BOH CMmbicI0BO# Texymmii Yy yueOHOMH
moayJs Ne 1 Moay.ab Ne 2 Moayab Ne 3 KOHTPOJb JesiTeJIbHOC
R—— - N E——— " " = = 1 . - 4 TH
[ T1 | T2 | T3 |T4 | TS5 |T6| T7 | T8& | 100 100 100
10 20 10 10 20 10 10 10
T1 ... T8 — HOMepa TeM COOTBETCTBYIOLIUX CMBICIIOBBIX MOIYIE€H
CootBeTCTBHE rOCYAPCTBEHHOM WIKAIIBI OLEHMBAHUA aKaEMUIECKON yCIIeBAEMOCTH =
Cymma 6aniioB 3a ITo rocynapcTBeHHOM Onpepenenne
BCe BHbI y4eOHOM IKaJje
_ACATCILHOCTH | - ) A e s
90-100 «OTmugsO» (5) OTJIMYHO - OTJIIMYHOE BBINIOTTHEHHE c
| _ He3HAYMTEIBHBIM KOITHIECTBOM HETOYHOCTEH |
80-89 «Xopomro» (4) XOpomo — B IEJOM IIPaBUIBLHO BBITOJHEHHASA

' paboTa ¢ HE3HAYHUTENBHBIM KOJHYECTBOM OIIHOOK




(0 10 %)

75-79 XOpolmo — B 1esoM HpaBHJIBHO BBITIOJTHEHHAS
paboTa ¢ He3HAUUTENBHBIM KOIMYECTBOM OIIHOOK
R S (mo 15 %) - EER
70-74 ((y,ILOBHeTBOpHTeJIBHO)) YAOBJIETBOPUTEILHO — HEILIOXO, HO CO
(3) 3HAYMTENIbHBIM KOJIHYECTBOM HEJIOCTATKOB !
60-69 y10BJIETBOPUTEIILHO = BBITIONHEHHE
o S | YAOBJIETBOPSAET MMHUMAJIbHBIC KPUTEPHU _
35-59 «Hey,uome*rsopmem,ﬂo» HEYJO0BJIETBOPUTEIBHO — c
_ (2) . ' BO3MOYKHOCTBIO TIOBTOPHOH aTTECTALMH
0-34 HEYIOBJIETBOPUTENBHO — c
00s13aTEIbHBIM MOBTOPHBIM U3yYEHUEM

| IUCLHMIUIMHBI (BBICTABIACTCS KOMUCCHEH)

_ IlIkana _ouem_q_Bamqg (HHTepBaJI 6&111103_) - _pm'epnn OI.IeHHBaHPDI
5 CobecenoBanue IPOHIEHO Ha BBICOKOM ypOBHe (cryment

OTBETHJI Ha BCE BOIIPOCH IIPEIOAABaTeNsd, BIIAIEET

~ npodHIbHBIM MOHATUHMHBIM ammapaTtoMm)

3-4 CobeceloBaHue IPOHICHO HA CPEIHEM YPOBHE (CTyﬂCHT B

11€JI0M OPHEHTHPYETCS B y4eOHOM MaTepualie, OTBEYaeT Ha
_ ~ BOIPOCHI, OMYCTHB HEKOTOPHIE HETOYHOCTH)

1-2 CobeceioBanye MPOH/IEHO HA HU3KOM YPOBHE (npn oTBeTe
Ha BOIIPOCHI NIPETIOIaBaTeNsl CTyAeHT JI0IyCKaeT
CyIECTBEHHBIE HETOUHOCTH, HE BIIaJIEET B IOCTATOYHOM

| CTemeHH NPOGUILHBIM KaTErOpHAIbHbIM allIapaToM _

0 CobecenoBanue He TNPOWACHO (CTYAEGHT HE TOTOB, Ha

| BOIPOCHI HE OTBEYAET.)

‘Tabnuua 4— Kpurepuy ¥ 1uKaa OLEHUBAHMS 10 OUEHOUHOMY CPEACTBY «MHAMBUAYANBHOE 3a1AHHE)

Hlxana Kpurepun oueHuBaHus
OLICHHUBAHUs
(MHTEpBanN
amio) o o — -
5 WHanuBuayansHOE 3a1aHHE BBITIONIHEHO HA BEICOKOM yposﬂe ).IOIIYI.U,CH]:I 1-2

He3HAaYMTeNbHbIE OLIMOKK IIPU pacyeTax UiIu 0QOpPMIIEHNH, CTYICHT apryMEHTHPOBAaHO
¥ yBEpEHHO OTBETHII Ha BOIIPOCHI MPENOoaBaTes
3-4 WNuauBHIyanbHOE 3aJaHMe BHIIIOJIHEHO Ha Cpe/IHEM YPOBHE, nonymeﬂm 6outee 2
He3HAaYMTeNbHbIE OIIMOKY IIPU pacyeTax Wi 0pOPMIIEHHH, CTYICHT OTBETUII Ha
~ OONBIIMHCTBO BOIPOCOB IIPENOAaBaTEeNs

1-2 MHauBuAyansHOE 3aJaHUE BBIIIOIIHEHO HA HH3KOM prBHC ﬂonymeﬂo 6oJIbIIOE
KOJHUYECTBO CYILECTBEHHBIX OUIMOOK, CTYJEHT HEYBEPEHHO OTBETHII HA BOIIPOCHI

. | mpenojaBaTens = = o -

0 HHﬂHBHnyaﬂbHoe 3ajaHue HE BbIHOJIHeHO - N

- TaGnHua 5 — Kputepuu U mKaia olleHHBaHUA 110 oue_HquOMy cp_ncmy «TeCT»
- [Ixana oneHHBaHKA (nmgpnanﬁ_alﬂ_qqls) - Kpurepuu oueHuBaHMA
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- Tabmuua 6-Tlepedenp OLEHOYHBIX CPEACTE o :

Ne = HaumeHoBaHHe KpaTkas xapakTepuCTHKa OLEHOYHOTO CPE/CTBA [IpencraBnenue
/1 OLIEHOYHOI' O OLIEHOYHOI'0 CPEICTBA B
.~ cpemctsa . | _ Gonxe
1  CobGecemoBanue  Cpeacrso I{OHTpOJ'IS{ OpI‘aHHBOBaHHOG KaK Bomnpocsl mo Temam
(YCTHBIN MU crienuanbHas Oecelia npernoaaBaTesisa ¢ y4eOHOH JUCLIMIIIHHEI
MTUCEMEHHBIN 006yJaroIMMCs Ha TEMBI, CBSI3aHHBIE C H3y4aeMOH
orpoc) yueOHOH OTUCLMITIIMHON, ¥ paCCUHTAHHOE HA

BBIACHEHME 00BEMa 3HAHUH 00yJaroIerocs mo
y4eOHOM AUCLUILTHHE HIIH OTIPE/IEIEHHOMY
| o paspeny, TeMe, mpobleMe U T.IL. | s
2. | Tect Cucrema CTaHILapTH3HpOBaHHLIX 3anaﬂym DoH[ TECTOBLIX 3a/IaHUN
[I03BOJISIOIIAss ABTOMATU3UPOBATE IIPOLEAYPY
M3MEpEHKS YPOBHS 3HAHUN U YMEHHH

L | - ofbygaromierocs. - I -
B I/IHﬂHBHﬂyaﬂbHOC CpencTBo nmpoBepku ymeﬁmi I‘IpHMCHHTb KoMruiekt |
3aaHHE MOJIyYEHHBIE 3HAHKS 10 3apaHee ONpPeaeIeHHON UHIUBHIYJIbHBIX
METOMKE IS PElleHHs 3a/1a4 WM 3a/IaHNH 10 3a0aHii JJ1s BHIIIOJIHEHUA
TeMaM JUCLMIUIMHBI C UCIOJIb30BAHHEM MPaKTUYECKOH paboTEl

| COOTBETCTBYHOLLETO NPOrpaMMHOT0 O_GEECTIG‘-I{BHH_S}_._ |

Cmbicaosoii moayb 1. MudopmaunonHas 6€30MaCHOCTE B SKOHOMHYECKUX
HH(OPMALMOHHLIX CHCTEMAaX.

KoHTpO/IbHbIE BONPOCHI [UIsi NpoBeleHus cobecenoBanusi 1o Tteme «Bpenenue B
uH(pOpMaIMoHHYy1o Ge3onacHocTs. Moznenu uHbOpMaLMOHHOH 6€30MaCHOCTHY.

1.Yto Takoe HHGOpPMALMOHHAsS O€3011aCHOCTh?

2.ITepeuncnuTe OCHOBHBIE YrPO3bl HH(YOPMAIIMOHHOA OE301IaCHOCTH.

3.Kakue CyLEeCTBYIOT MO/ MHQOPMAIIMOHHON 6e30MacHOCTH?

4 Kakue METO/IbI 3alIUThl HHGOPMALIMH BBIACIAIOT?

5.Yt0 Takoe MpaBOBBIE METO/(bI 3alIUTEl HHGOpMALIHU?

6.9T0 TaKoe OpraHU3alHOHHbIE METO/BI 3aIUTE HHpOpMALH?

7.Uro Takoe TEXHHYECKHE METOIBI 3aIUTEl HHOopManuu?

8.UT0 TaKoe IPOrpaMMHO-AIIapaTHbIE METOBI 3aIUTEl HHPOpMALIHH?

9.Yr0 TaKoe KPUITOrpaduuecKkie MeTO B! 3alTUThl HHPOpMALHH?

10.Yto Takoe (hu3MUECKHE METO/IBI 3aIIUTEI HH(OpMaLyK?

11.Kakue riaBHble TOCYAApCTBEHHBIE OpraHbl B 00nacT obecredeHHsA HH(OPMALIUOHHON
6ezonacHocTH?

12.ITepeuncnure BUIBI 3alHIIaeMO HH(OPMALIHH.

WuauBHIyaTbHOE 3aJaHKe [0 TeMe 10 TeMe «BeeaeHne B HHQOPMAIMOHHYO 6e30macHOCTb.
Mopenu uHGOpPMATHOHHON 6€30I1aCHOCTH.

COCTaBUTh IOChE Ha OJHOTPYNIHMKA C HCIONb30BaHHEM WHTEpHET-pECypCcOB sl OLCHKH
BosmeiicTeus MKT-TeXHONOTHH Ha HENPUKOCHOBEHHOCTh YaCTHOW JKM3HH; OLEHUTH YIposy
37I0YMBILILIEHHOTO TPMMEHEHHs HH(pOpMAMKM M BEIPAOOTATh PEKOMEHJALMH IO obecreueHuIo
HEOOXOIEMOT0 YPOBHS H€30MIaCHOCTH YaCTHOH KU3HU B MUPE LU(PPOBBIX 3aBHCHMOCTEH.

KOHTpO/IbHBIE BONPOCHI [UISi TNpPOBEJeHHsl Cco0ecefloBaHUs IO TeMe «BbIABIIEHNE
BO3MOKHEIX HAPYIIEHUH M aTaK B SKOHOMHYECKHX HH(POpMalHOHHEIX cucteMax (DUC)»

1. TlonsaTtue yrpo3bl KHPOPMALMOHHOH CHCTEMBI

2. TlousTHe ysa3BUMOCTH HHGOPMAIIMOHHONW CHCTEMBI



3. Kuaccuduxamus yrpos SUC
4. Bune! yassumocreit 21C
5. Knaccupukanus KOMIBIOTEPHBIX IIPECTYIUICHHH

WuausuayaibHoe 3aJaHMe IO TeMe «BbIABICHHE BO3MOKHBIX HapyIIEHHH U aTaK B
SKOHOMHYECKHX HHpopManuonHsix cucremax (DUC)»

CoctaBUTh KpoccBOpA U3 15 cnoB, KOTOpBIE BKIFOYAOT BHJLI yrpo3 U ya3sumocteid DUC, a
TaK)Ke OCHOBHEIE MOHATHS AUCUUIUIHHEI «H(pOpMaoHHass 6€301MacHOCTE.

IIpumepbl TeCTOBBIX 3aaHU 10 CMBICJIOBOMY MOAYJIIO 1

1. Uudopmanus - 3To

A) 3T0 cBelieHMs O MHIAX, IpeaMeTax, (pakrax, COOBITHIX, ABIEHUAX U MPOLECCaX HE3aBUCUMO
OT (OPMBI UX TIPEINCTABIICHUS;

b) COBOKYNHOCTh HEKOTOPBIX 3HAKOB, CHMBOJIOB, CUTHAJIOB;

B) OTOCIBHBIE NOKYMEHTEI H OTACJIIEHBIE MAaCCHBBI JOKYMEHTOB.

2. 3ammmaemas “HGOpMaLHUS - 3TO

A) COBOKYNHOCTb TEXHHYECKHX CPEICTB U IPOTrpaMMHOI0 OOECIEUeHHs, a TaKkKe METOJOB
00paboTku nHOPMALIUH U IEHCTBUH ITEPCOHANA;

b) wunbopMmaius, SBIAIOIIAACS I[PeaIMETOM COOCTBEHHOCTM MW MOJUIEKaIas 3alure B
COOTBETCTBHM C TpeOOBaHMAMH IPaBOBBIX JIOKYMEHTOB WM TpeOOBaHHMAIMH, yCTaHaBJIMBAEMBLIMH
coOCTBEeHHHKaMH HH()OPMAIHH;

B) aT0 cBemeHua o MUAX, IpeaMeTax, (pakTax, COOBITUAX, IBICHUIX U NIPOIECCaX HE3aBUCHMO
oT GOpPMBI UX IIPECTABIEHHS.

3. CucreMa 06paboTku HHPOPMALIUY - 3TO

A) COBOKYIMHOCTh MH(POPMAIMOHHBIX PECYPCOB, CPEICTB M CHCTeM 00paboTKH HH(OpMaLUH,
HCITIONb3YEMbIX B COOTBETCTBUHM C 3aJaHHOM HH(OPMAIMOHHOM TEXHOJIOTHEH, a TakKe CPEACTB HX
obecrneyeHus, MOMEIeH I ik 00BEKTOB;

b) otraensHBIE MOKYMEHTEI M OT/ENbHBIE MAaCCHBBl JOKYMEHTOB, IOKYMEHTHI M MAacCCUBBI
IOKYMEHTOB, COAEepIKanIuecs B HHQOPMALIMOHHBIX CUCTEMAX;

B) COBOKYIHOCTh TEXHMYECKHMX CPEJCTB M IPOTPAMMHOTO OOECIIEYEHHs, a TaKKE METONOB
obpaborku  uH(OpMauMM W JeHCTBHIi  MepcoHaslia, HEOOXOMHUMBIX Uil  BBLINOJHEHUS
aBTOMAaTH3UPOBAHHOM 00paboTKH HHpOpMAaIHH.

4. O6beKT uHpOpMATU3AUKH - 3TO

A) COBOKYIHOCTh MH(DOPMALMOHHBIX PECYpPCOB, CPEACTB U cucTeM 00paboTkH HH(pOpMALUH,
UCIIONB3YEMBIX B COOTBETCTBUHU C 3aJaHHOM HMHGOPMAIIMOHHOW TEXHOJOTHEH, a TaKkkKe CPEJICTB HMX
o0ecrHeyeHus, HOMEIEHHH Ul 00HLEKTOB,

B) wunabopMmauus, SBIAIOMIAACH IIPeaIMETOM COOCTBEHHOCTH M IIOJUIEKaIlas 3alluTe B
COOTBETCTBHM C TpeOOBaHMAMHU IIPABOBBIX JOKYMEHTOB MM TpeOOBaHWAMH, yCTaHABIMBAEMBIMU
coOCTBEHHHKAMH HH(POPMAIIUH;

B) COBOKYNHOCTE [OKYMEHTHPOBAHHBEIX IIPaBWI, NPONENYp, NPAKTHYECKUX IIPUEMOB HIIH
PYKOBOJSIIMX IPHHLUUIOB B obOnacti 6e30macHOCTH MHGMOPMAIUH, KOTOPBIMH PYKOBOJICTBYETCS
OpraHM3aLus B CBOEH NIE€ATENHHOCTH.

5. BeiensroTcs ciaeayrolne HapaBiIeH s 3aiUThl HHQOpMaLUu:

A) nipaBoBas 3a1uTa HH(pOPMAIIHH;

b) Texuuueckas 3auura HchopmauHH;

B) kpunrorpaduyeckas 3amura HHGOpMaIUy;

I') duzuueckas 3anmra HHGOPMALUH;

M) maTemaTuyeckas 3alura HHPOpMaIHH.

6. CpencTBo 3a1IUTH HHGOPMAIIHHU - 9TO



A) TeXHHYECKOe, IPOrpaMMHOE, MPOrpaMMHO-TEXHUYECKOE CPEICTBO, BEIIECTBO H (MIIM)
MaTepual, peaHa3HaYeHHbIe WK UCIIOIb3yeMbIe UL 3aIUThl HHPOPMAaLHH;

B) cpencTBa KOHTPOIIS 3 HEKTHBHOCTH 3aIIMThI HH)OPMALIHH;

B) cpenctBa Ghu3nyeckoi 3amuTs HHGOPMALIH,;

I') xpuntorpaduueckue CpeicTBa 3alUThl HHHOPMALHH.

7. Dransl pasBuTHs HHOOPMAIHOHHON 0€3011aCHOCTH:

A) 1816, 1816, 1935, 1946, 1965, 1973, 1985;

b) 1745,1863,1935,1965,1970,1973,1985;

B) 1815,1817,1934,1945,1966,1974,1989;

') 1812,1816,1931,1941,1960,1971,1981.

8. OcHoBHBEIMU 3a/1ayamu cucteMbl Ub sBisroTes:

A) cBOEBpeMEHHOE BBLISABICHHE W YCTpaHEHHE Yrpo3 Oe30IacHOCTH W pecypcam, TPUYHH U
YCIIOBHH, CIIOCOOCTBYIOMIUX HAHECEHHIO (PUHAHCOBOTO, MAaTEPHANBHOIO M MOpPAaIbHOro yiiepba
HHTEpecaM CyObeKTOB MH)OPMALIMOHHBIX OTHOIIEHHH;

b) axTyalbHOCTH M HEIPOTHBOPEYHUBOCTH MH(OPMAIMH, €€ 3aIUIICHHOCTh OT paspyICHHA U
HECAHKIHOHUPOBAaHHOTO H3MEHEHHUS;

B) co3naHMe MeXaHM3Ma M YCIOBHH ONEPaTHBHOTO peardpoBaHMs Ha yTpo3bl G€301aCHOCTH U
NPOABJIEHHIO HETATHBHBIX TEHICHIMH B (PyHKIIMOHMPOBAHUH NPEIIPHATHS;

I') addexruBHOE INpecedeHHe MOCATATENBCTB Ha PECYpChl M YIpo3 IIEpCOHAly Ha OCHOBE
IIPaBOBBIX, OPTAaHM3ALMOHHBIX M HHKEHEPHO-TEXHMYECKHX MEp M  CpeICTB  obecredeHus
0e30I1aCHOCTH;

JI) cosmaHuMe YCIOBHH Ul MaKCHMAalIbHO BO3MOXKHOIO BO3MEIUEHHA M JIOKAIHM3alHH
HAHOCHMOTO yIiep6a HempaBOMEpHBIMH AeHCTBHSAMY (DU3UYECKHX M FOPHAMYECKUX JHL, OcladieHue
HEraTUBHOTO BIMAHMSA ITOC/IEACTBUI HapyleHus: 6e30MacHOCTH Ha JOCTHKEHUE L€I€H OpraHu3aluHy.

9. OcHOBY MAaHIATHOW IOJUTHKM O€30IaCHOCTH COCTaBIIeT MAHAATHOE YIpPaBICHHE
JIOCTYIIOM, KOTOpPOE TOAPasyMeBAET, YTO:

A) Bce CyOBeKTBI M OOBEKTHI JOIDKHBI OBITh MASHTU(DULIMPOBAHBI, 3a[aH JIUHEHHO
YIIOP#/104YEHHBIH HaOOp METOK CEKPETHOCTH,

B) KaxmoMy OOBEKTY CHCTEMBI HPUCBOEHA METKAa CEKPETHOCTH, ONpPEeNArollas NEHHOCTH
COZlepIKALIEeNCs B HeM HH(pOpMaI|H - ero ypoBEeHb CEKPETHOCTH;

B) kaxmoMy CyOBEKTY CHCTEMBI NPUCBOEHAa METKa CEKPETHOCTH, ONpeHeisioulas YpOBEHb
JIOBEPHS K HEMY - er0 YPOBEHb JOCTYIId;

') pemreHue O paspelieHHH AOCTyNa CyOBEKTa K OOBEKTY NPMHHMACTCH HCXOAI M3 THIA
J0CTYIIA H CPABHEHMS METKH CYOBEKTa 1 00BEKTa.

10. Vs3BUMOCTE - 3TO

A) sto mpucymme 00bexTy DVC mNpHYHMHEL, NPHBOIANIME K HAPYUIEHHIO O€30I1aCHOCTH
uHpOpMaLMKM Ha  KOHKpeTHOM 00BekTe M 0OyClOBIEHHBIE — HEAOCTaTKaMH  Ipolecca
dyskmuorupoBanus obvekta VC, coiictBamu apxutekTyphl OWC, mpoToxonamu obmeHa
unHTepdercamMu, TPUMEHSIEMBIM POrPaMMHBIM ODECTIeYeHHEM | annapaTHO! MIaTQOPMEI, yCITOBHAMH
SKCIUTYaTalllH, HEBHUMATEIbHOCTBIO COTPYAHUKOB

F) 5TO BO3MOXHbIE IEHCTBUS peaM3allliy YTPO3BI TPU B3aUMOJEHCTBHH HCTOYHHKA yrpO3BI

uepe3 HMEIOILHECs YA3BUMOCTH
B) 3TO MOTEHIMANBEHEIE AHTPOIIONEHHBIE, TEXHOTEHHBIE M CTHXHIHbIE YTPO35I G€30MaCHOCTH

CMbIca0B0# MOayab 2. UHCTPYMEHTHI 3a1IMTHI HH(OPMAIHH B 9KOHOMHYECKHX
HHGPOPMANHOHHBIX CHCTEMAX.

KoHTpo/ibHBIe BONpPOCHI [UIsi TpoBefeHusi coGecenosanna rno teme «lIpornBozeficTBHe
BpPEIOHOCHBIM ITporpamMmam B OUC»

1. Kakue BUBI KOMIBIOTEPHBIX YTPO3 CYLIECTBYIOT?

2.9rto Taxoe Opanamayop?

3.Yt0 Takoe aHTHBUpPYCHas rporpamma’?

4 Y10 TaKo€e IBPUCTHYECKHI alTOPUTM TIOMCKA BUPYCOB?



5.410 Takoe CUrHATYpPHBIHA MOUCK BUPYCOB?

6.Metoel npoTHBOACHCTBUS CHUDGUHTY?

7.Kakue nmporpaMMHbIE peaTn3aliy MMPOrpaMMHO-AIIapaTHEIX CPEACTE 3alUTE HHPOPMAIHHU
BBI 3HaeTe?

8.UTo Takoe MeXaHM3M KOHTPOJIA M pa3rpaHHyYeHHs A0CTyIa?

9.Kakyro ponb HeceT xXypHalMpOBaHHE NEHCTBHUHM B IPOrPaMMHO-alapaTHBIX CpeICcTBaX
3auThl MHGOpManuu?

10.Yro Takoe cpencTBa creHOrpaQuueckoi 3amuThl nHGopMauu?

WupuBuayansHoe 3aganue 110 Teme «IIpoTHBOEHCTBHE BPEIOHOCHBIM Iiporpammam B DCy

[loaroToBUTh Ha OCHOBE JaHHBIX caiita www.anti-malware.ru, pasgen TecTel - PedTunru
autusupycos (https://www.anti-malware.ru/tests_history), 1okax npo anTUBUpPYC (MCTOPHIO CO3AAHUS
U HCIOJb30BAHUA, KOJMYECTBO HArpaj M IPOBAICHHBIX TECTOB), JI0Ka3aTk II0YEMY BBIOpaHHEIM
AHTHBHPYC ABIIAETCS HAMITYUIIHM.

KouTposibHBIE BONIpOCHI /IS TNpOBelAeHHs cobecenoBaHus 10 Teme «lIpumeHeHue
Kpuntorpa@uyeckux CUCTEM MH(PPOBAHUSA JAHHBIX)

1.Yro Takoe xpunrorpadus?

2.Kaxue UCIonb3yroTCsa CUMMETPHYHbIE aITOPUTMBI indpoBaHus?

3.Kakue HCIONnB3yOTCS aCCHMETPUYHBIE allTOPUTMBI U POBaHuUS?

4.Y9to Takoe KpunrTorpadpuyueckas xeu-GyHKIus?

5.Kakne ucnone3ytorcs kpunrorpaduieckue xeu-OyHKun?

6.Yro Takoe nudposas nogmucs?

7.4ro Takoe HHGPACTPYKTypa OTKPBITHIX KIIIOUei?

8 Kakue poccuiickye ¥ MEXIyHapOJHBIE CTaHAApTHI Ha (popMupoBanue HUGPOBOH MOIMUCH
CYLLIECTBYIOT?

9.Kakue ocHOBHbIE KPHIITOTpa(HIecKue IPOTOKOIBI HCIIONB3YIOTCS B CETAX?

HupmBuayanbHoe 3aaanue 1o reme «lIpuMenenne Kpunrorpa@u4eckux cucTeM MHU(poBaHUs
JaHHBIX )

3ammdposate cBoe DHUO wucmonmb3ys MeTOAbI OAWHOYHOH II€PECTAHOBKH, IBOWHON
MIEPECTAHOBKYA MAaru4eckoro KBajipara u mudpa npocToi 3aMeHEI.

KouTpo/ibHBIEe BONPOCHI IS MpoBedeHHs cobeceoBaHUA IO TeMe «MeTOIbl 3allUThI
uH(pOpMaLUK B KOPTIOPATHUBHAIX BRIYHCIUTEIRHBIX ceTsX (MHTpaHeT)»

1. Unentuduxanus u ayreHTudrKaLums.

2. I'pynibsl METOIOB ayTeHTU(DUKALIUH.

3. IlonaTue yyeTHOM 3aKMCH MOJIb30BATENA.

4. OcobeHHOCTH aAMHHHCTPUPOBAHHUA IApOJBHOW CHCTEMBI, MCIOJIB3YIOIIEH MHOTOpas3oBbIe
Mapoiu.

5. Ilpuemsl 006X0/1a APOJIBHOM 3AIIUTEI U METOBI IIPOTUBOACHCTBHI UM.

6. IlepeGop B OrpaHUYEHHOM JHATIa30HE.

7. IloHATHE COLMANBHOIO HHXMHUPHUHTA.

8. ®uuuHr. [Ipumepsl NpUMEHEHHS.

9. IlonsiTHE TOKEHA.

10. YnipaBnenue 10CTynom.

WuapuBuayanbHoe 3agaHMe nmo teMe «MeTonsl 3anuThl MHOOPMAlLHMKM B KOPIOPAaTHBHBIX
BBIYMCIUTENBHBIX ceTsax (MuTpaner)»

1. Oprann3oBarte NapoNbHYIO 3aUTY (aWIoB CPEICTBAMU TEKCTOBOIO PEaKTOpa

2. Opranu3oBath 3amuTy (aiaoB CpeCTBAMH 3IEKTPOHHOH TabIMIIEL.

3. Opranu3oBaTk MapoNbHYIO 3aUTy 0a3 JaHHBIX.
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Hara co3naHus BeTOMOCTH
I'naBubIi 6yxranrep PyxoBonurens

1. Ilpu opranu3alMy naposIbHOM 3alIUThI GaiiIoB cpecTBaMU TEKCTOBOTO PEIAKTOPA:

1.1. YcraHoBuTe 3alIUTy NOKYMEHTa OT H3MEHEHHI Tak, 4TOOBI M3MEHEHHUS MOXHO OBLIO
BHOCHUTH TOJIBKO B T0jid (GopM M B Tabmuuy ¢ (GaMHIMSAMH W APYITHMMH HaHHBIMH COTPYIHHKOB
OpraHU3alHH.

2. IIpu opranu3aiuy 3auTe! (haiyIoB CpeICTBAMHU 3IEKTPOHHOHN TabIIHIIBL:

2.1. Co3paiite nuct J0KHOCTH, COAEp)KAallUi JaHHBIE: KOX IO/DKHOCTH, HAHMEHOBAHHE
nomkHocTd, DVO coTpyAHUKOB ¢ HanbOIbILIENH CyMMON 3aKTF0UYEHHBIX KOHTPAKTOB.

2.2. Ha mucre CraTHeTHKa co3jaiite Tabnuiy o0paboTKH JaHHBIX, COASPIKANIMXCS Ha JTHCTaX
Bemnomocth 1 JloszkHocTH TakuMm 0Opa3oM, YTO NpH BBOAe B suelky Bl koma momxHoctu (1-4) B
sueiikax auana3oHa B4:BY9 nossuwiuce cnexgyromue JaHHBIE: HauMeHOBaHME AoibkHOCTH, DHUO
COTpYJQHUKA C HAUOONBIIEH CYMMON 3aKITFOUEHHBIX KOHTPAKTOB, YHCIO COTPYAHHKOB HA aHATOTHYHON
JOJDKHOCTH, pasMep oOILel U cpeiHei MPeMHUH 110 JOJKHOCTH.

3. Ilpu opra"m3anuy napobHOH 3aUThl 06a3 JaHHBIX:

3.1. Cospaiite Tabnuiy ©6a3sl naHHbIX COTPYAHMKH, BBIIOJHHUB HMIIOPT J[aHHBIX U3
HMMEHOBaHHOTrO JuanasoHa CoTpyaHukH ¢ nucta BegomocTs.

3.2. Co3paiite Tabnuiy JIoJZKHOCTH, MMIIOPTUPOBAB JaHHbIE O JOJKHOCTIX U3 HUMEHOBAHHOTO
auanasona JdomxHocTn. Kimroueroe mone tabnuner — Koa pomxHocTH.

3.3. VYcranopure cBa3p Mexay Tabmumamu dosskHoetH u Corpyanmku no nomo Kox
JAOJKHOCTH (CBS3b OIMH-KO-MHOTMM).

3.4. BBIOMHUATE CTATUCTUYECKYIO 00paboTKy AaHHBIX U3 Tabmun CoTpyaHuku u JokHOCTH
[0 aHAJIOTHH ¢ 06pabOoTKOM AaHHBIX, BHIIOIHEHHOH B 11.2.2 (MTOTOBBIIt 3a1Ipoc).

KonTpoiibHbIe BONpOCHI [AJisi NpoBedeHHs cobecegoBaHMs 10 TeMme «MeToAbl 3aLMUTHI
uHpopmanuu B rinodansHol cetn UHTEpHETY

1. Cpencrea 3alUMTEI CETH.

2. MexceTreBble IKpaHbl

3. Kitaccuguxanuii MeXCETEBBIX SKPAaHOB IO Pa3TMYHbIM KPHTEPHSIM.

4. Bupryansaere yactasle cetd (VPN)

5. Cucremsl oOHapyskeHus Bropxenuit (IDS)

IIpriMepsl TeCTOBBIX 3aaHHUH 110 CMBIC/IOBOMY MOIYJIIO 2
1. AcuHXpoHHas aTaka - 9TO -
A) uCnoNp3yeTcs Kak VIS aHaJIu3a IIPOLIECCOB, B KOTOPbIE MIPECTYIHUKH XOTAT BMEIIAThCS, TaK
H 1717 TIaHAPOBAHHA MCTOIO0B COBCPLICHHA IIPCCTYILICHHA
COCTOMT B CMEIIMBAaHHM M OJHOBPEMEHHOM BBHIIONHEHHH KOMIIBIOTEPHONW CHCTEMOH KOMaH[

ABYX HJIH HCCKOJBKHX HOHLSOBaTeHefi;



B) passoBuaHOCTS JIOrMYeckoidl OoMOBI, KoTOpas cpabaTbIBaeT IIpM  HOCTHIKEHHH
OIIpEIeIEHHOT0 MOMEHTA BPEMEHH,

B) wucnonp30BaHME KOMIBIOTEPHBIX CHCTEM WIM CeTed [uid  XpaHeHus, OoOMeHa,
pacmpoCTpaHEHHs UITH TiepeMelieHus HHGOopMaluy KOHQUACHIHAILHOTO XapaKrepa.

2. K wuHTepecyromuM HapyLIUTENs IEPCOHATBHBIM JIaHHBIM II0JIH30BATE/IA aTaKyeMOIo
KOMITBIOTEPA OTHOCSTCS:

A) Xpansaluecsa B MaMATH KOMIIBIOTEPA JOKYMEHTBI U APYTrue€ JaHHBIC NOJab30BaTEIIA,

b) mMena yueTHBIX 3amucedl W napoiM JUid JOCTyNa K pasIuYHBIM CETEBHIM pecypcam
(cucTeMaM 3JIEKTPOHHBIX JeHer U IulaTexed, IHrepHer-aykuuonaMm, MuTepHer-nienmxepam,
3JIEKTPOHHO# mouTe, MIHTEpHET-CcaiiTaM 1 popymMaM, OHIaHH-HIPaM),

B) agpeca 371eKTpOHHON MOUTHI APyrux nons3oearenei, 1 P-aapeca Apyrux KOMIbIOTEPOB CETH.

3. Iocne mosy4eHus ynpaBleHHS KO BHUPYCa BBHINONHAET CISAYIONIYIO IOCIeN0BaTeIbHOCTh
JCHCTBHH!

A) 3apaxenue Ipyrux (aiios (KOMOHHHPOBAHHBIE BUPYCHI) M CHCTEMHBIX 06J1acTel JHCKOBOM
naMATy,

B) ycraHOBKa B ONEPATUBHOM MaMATH COOCTBEHHBIX PE3UACHTHBIX MOAyIeH (Pe3HICHTHBIE
BUPYCBI);

B) BEINOIHEHHE APYTHX JEHCTBHUMH, 3aBUCAIIMX OT PEAIH3yeMOro BUPYCOM alrOpUTMA;

I') npojomkerne OOBIYHON IpOLEAYphl OTKpHITHs (aiina (HanmpuMmep, nepejada ynpaBlIeHHA
MCXOTHOMY KOJY 3apaKeHHOH ITPOTPaMMEI).

4. Tlpu 3armycke 3apaxeHHOTo (haiiia yrnpasieHue OTydaeT KO/ BUPYCa, KOTOPBIH:

A) YyCTaHAaBIMBaeT B OIEPATHBHOW INaMATH CBOH pPE3MIECHTHBIA MOIYJb, KOTOPHIH B
nanbpHeimeM OyIeT mepexBaThiBaTh BCE 0OPAIIEHUS K 3apaKCHHOMY JUCKY;

B) 3arpy»aeT UCXOIHbIH MPOrpaMMHBIH (Qaiil U NepeaacT eMy ynpaBieHHE;

B) xoi mporpamMMbl peajbHOrO PeXUMa MpOLECccopa, KOTOpas IOJIydYaeT YNpaBlIcHHE IpPH
TIOMBITKE 3aIycKa IPHIOKEHH B cpejie onepanuonHoi cuctemsl MS-DOS.

5. Tlpocrefimmii MakpoBHpYC B [OKYMEHTE 3apakaeT OCTalbHbIC (aHIBl J0KYMEHTOB
CIIeIYIOIIMM 00pa3oM:

A) TIpH OTKDHITHH 3aP@KEHHOIO JOKYMEHTA YIPAaBIEHHWE IONY4aeT COJEpXKAMIHMHACA B HEM
MaKpoc ¢ KOJIOM BUPYCa,;

B) Bupyc momemaer B (aitn mabiaoHos normal.dot gpyrue Makpocsl €O CBOMM KOJIOM
(narmpumep, FileOpen, FileSaveAs u FileSave);

B) BUpYC yCTaHABIMBAET B PEECTpe ¥ (WIX) B HHULIHATH3AIMOHHOM (aiiie COOTBETCTBYIOIHI
(hytar 0 IPOU3BENEHHOM 3apaKECHUH;

I') nmpu mocienyiomeM 3alycke MepBbIM OTKPhIBAEMBIM (ailioM (akTHYeCKH SBIICTCH YiKe
sapakeHHbl (aitn wabioHoB normal.dot, uro noseosiseT KOAY BUpPYca AaBTOMATHUYECKHW I0JTy4aTh
yIIpaBJIeHHe, a 3apakeHue Apyrux (ainoB JOKYMEHTOB MOKET IPOMUCXOAMTH IIPH MX COXPaHCHHU C
MTOMOUIBIO CTAaHAAPTHBIX KOMaH/I.

6. I[TporpaMMHOM 3aK/Ia/IKOH Ha3bIBAIOT

A) BHEIIHIOIO MM BHYTPEHHIOK [0 OTHOLIEHHIO K AaTaKyeMOH KOMIIBIOTEPHOW CHCTEME
IpOrpaMMy, 06IaIarONLyI0 OIpPEIeICHHBIMH PA3PyIIHTENbHEIMU QYHKIHMSAMH [0 OTHOLIEHHIO K 3TOH
CHCTEME;

B) OCYIECTBIEHHE pA3IMYHBIX HECAHKIMOHMPOBAHHBIX IIONB30BATENEM JeHCTBUH (cOOp
KoHDUACHIMANbHOM HH(pOpPMALMM M €€ Mepejlady HapylUMTelro, PaspylIeHHe MM HaMEpEHHYIO
MomuduKammo MHQOpMALMKM  TONB30BATENs, HapylleHHe paboTOCIOCOOHOCTH — KOMIIBIOTEPA,
HCIIONB30BAHHE PECYPCOB KOMIbIOTEpa B HeOIaroBHAHBIX Henax ("TposHCKHe" NPOrpaMMbl HIIH
npocTo "TposHIE!");

B)yHHUTOXEHHE WK BHECEHUE H3MEHEHNUH B (DyHKIMOHMPOBAHHE POrPaMMHOT0 ObecreucHHe
KC, yHHUYTOXEHHE WK u3MeHeHHe 00pabaThiBaeMBIX B HEH AAaHHBIX II0CIE BBINIOJHEHHS HEKOTOPOTO
YCIIOBHS HIIM TIOTy4YeHus HexoToporo coobmenns ussae KC ("noruyeckue 6omOs");

I') nepexsar mapouneii mons3oBarened KC ¢ momMonpo HMHUTAIMK NPUITIAIIEHHS K €ro BBOAY
WK TIEpeXBaTa BCEro BBO/IA MOJIB30BATENIEH C KIABUATYPBI.

7. Kpunrorpacdueit NpUHATO HA3bIBATh

A) HayKy 0 MATeMaTHYEeCKHX MeTomax obecredeHus KOHQHICHIHAIPHOCTH M ayTEHTHYHOCTH
(11e7TOCTHOCTH M IOUTMHHOCTH) HHpOpManyH;



B) croco® ckpsITO# mepeady cooOmeHnH 6e3 COKPBITHS CaMoro (pakTa HX Mepeayy;

B) TaliHOMKCB.

8. BpemeHHas CIOXKHOCTB - 3TO

A) 00beM IaMATH, HEOOXOAUMOM Ul XpaHEeHUs IOMYYEHHBIX B XOIC paboThl aHHBIX, KaK
(GyHKIHA OT pa3Mepa 3a/1auH,

B) aTo Bpems, 3aTpauMBaeMOe ANTOPUTMOM Ul PEIICHHS 3alauH, pPacCMaTpHUBAacMOE Kak
(byHKLHA OT pa3mepa 3a7aqu

B) croiikocTs mudpa K pacKphITHIO METOAaMH KPUIITOAHAIHN3A

9. Io Tuny npeobpa3zoBanuil MHUGPHI MOKHO pa3AeNHTh Ha CICTYIOMIHE IPYIIIbL:

A) mudpsl 3aMeHs! (IOJCTaHOBKH);

B) mudpr! nepecTaHoBKH,;

B) mugpsl raMMHpOBaHNUSA;

I') mudpsI Ha OCHOBE MATEMATHUECKUX NPE0OpPa3OBaHUH;

JT) nmdpsl Ha OCHOBE aHATUTHYECKUX MPe0Opa3soBaHHH.

10. ITo TMNy UCTIOB30BAHUS KIIK0UCH mu@psl AeIATCSA Ha:

A) CUMMETpPHYHBIE;

b) acuMMeTpU4HBIE;

B) HCIOMIB3YIOIIHKE M IIM(GPOBAHKSA U PACIIM(POBBIBAHKS JIBA PasIHIHBIX KII0Ha;

') 6i04HBIE;

J1) TOTOKOBBIE.

CMmbIca0B0i Moay:b 3. IIposepka cocrosiHusi HHPOPMANMOHHOI 0€30T1aCHOCTH B
IKOHOMHYECKHX HH(POPMAIHOHHBIX CHCTeMaX.

KoHTpOAbHBIE BONPOCHI Uil  TpOBeleHHsl codecelloBaHusl 10  TEME «Aynout
“H(GOPMAMOHHOH 0€301aCHOCTI

1. IIporokonupoBaHue U ayauT

2. ITonsTHE TI0I03PUTEIBHOM aKTHBHOCTH.

3. OcHOBHBIE 3a[Ja4{ AKTUBHOTO ayANTA.

4. Curnarypa aTtaku

5. @yHKIMOHAIBHBIC KOMIIOHEHTBI M apXUTEKTYpa aKTUBHOIO ayI1Ta

KOHTpOJIbHBIE BONPOCHI [l TNpOBeIeHHs CcoDecefloBaHMs [0 TEMC «AHanu3
HHPOPMALMOHHBIX PHCKOBY

1. ITousiTue HHGOPMALIMOHHOIO PUCKa

2. MeTOHKYM aHaNM3a, OLEHKH U YIIPABIEHHs PUCKaMH HHOPMALIMOHHOH 6e30T1acHOCTH

3. MeTo/p! OLEHKH PHCKOB HH(POPMAIIMOHHON O€3011acHOCTH

4. TIpumeps! ucrons3osanusa meroga CORAS.

5. ITpumeps! ucnons3opanus merona OCTAVE.

6. TIpuMepsI HCIIOIB30BAHMA MATPHYHOTO METO/IA aHAIH3A.

VHAHBUIYAIbLHOE 3a1aHHe 110 TeMe «AHAIH3 HH()OPMAIIHOHHBIX PUCKOB).

Hcmomsays I'OCT P HMCOMDK TO 13335-3-2007 «METO/IBI U CPEJICTBA
OBECIIEUEHUSY BE3OIIACHOCTH. Yacts 3 «Meroasl MEHEKMEHTa  0e30macHOCTH
HH(MOPMALMOHHBIX TEXHOJOTHH» TPOM3BECTH OIECHKY PHCKOB uH(bOPMALHOHHON 0€30MacHOCTH Ha
OCHOBAHHUH BO3MOKHBIX IIOTEPH /i1 OPTaHU3aL|K B CIIyyae pealu3aliy yrpo3bl.

TIpuMepsI TECTOBBIX 3aJaHHH 110 CMBICJIOBOMY MOAYJII0 3
1. Aynut uaGOpMAIIHOHHOHN 0€30IaCHOCTH NMPEANPHUATHS — ITO
A) cbop u HakomieHHe HHPOPMAIMH O COOBITHAX, NMPOMCXOMANIMX B WH(OPMALIMOHHON
CHCTEME;
B) aHamu3 HAKOILUIEHHON HH(OpPMAIMHM, IIPOBOAMMBIA ONEPATHBHO, B PEATBHOM BPEMEHH WIIH
TIEPHOMYCCKH;



B) mponecc mony4ennst 00bEKTHBHBIX KaYECTBEHHBIX M KOIMYECTBEHHBIX OLEHOK O TEKYIIEeM
COCTOSHHH HH()OPMALMOHHOW G6e30MaCHOCTH OpraHM3aLMH B COOTBETCTBHH C ONpEACNCHHBIMH
KPUTEPHAMH, CTAaHJAPTAMH M TTOKA3aTENISIMH,

2. Peanusanus pOTOKOIMPOBAHUS B ayANTA PEILAET CIIEAYIOIIUe 3a1a4H;

A) BBIABICHHE HEIITATHBIX CHTYAIIHi;

b) obecrnieueHre N0J0TYETHOCTH IOIB30BATENEN U aIMUHHUCTPATOPOR;

B) obecneuenne BO3MOKHOCTH PEKOHCTPYKIHH MTOCIIEA0BATEILHOCTH COOBITHIA;

I') obrapyxeHue NoNbITOK HapyIIeHUHA HHOPMALUMOHHOM 6€3011aCHOCTH;

J) npenocraBnenne nHGOpPMaNUK s BBIABICHUS H aHAIIN3a IPOGIIEM.

3. Iloa noo3puTeNbHOM aKTHBHOCTRIO IIOHUMAETCS -

A) aKTHBHOCTb, HE COOTBETCTBYIOIIAS MOJIUTHKE OE30I1aCHOCTH

HOBEJICHUE II0JIb30BATENd MIHM KOMIIOHEHTa MH(MOPMALMOHHONW CHCTEMBI, SBJIAIOLICECS
SNMOYMBIIIICHHBIM,

B) cOBOKYIHOCTb YCIIOBHH, NIPU BBIMOJIHEHHH KOTOPIX aTaka CYMTAETCS UMEIOIeHl MecTo, YTo
BBI3BIBAET 3aPaHEE ONPEIENIECHHYIO PEaKIHIo;

B) neiicTBus, BBINOMHAEMBIE B pAMKaX HMEIOLIMXCS [IOJHOMOYMIA, HO HAPYIIAOIIUE TOIUTUKY
0e3011acHOCTH.

4. CurnaTypa aTaku - 3T0

A) COBOKYITHOCTb YCJIOBHH{, IDH BBIIIOJIHEHHH KOTOPBIX aTaka CYMTACTCSA MMEIOIIEH MECTO, 4To
BBI3BIBAET 3apaHee ONPEICICHHYIO PEaKIHio;

b) 3aBHCHMOCTB OT ApYrUX cpeAcTB 06€30IacHOCTH,

B) onucanue u3MeHeHUH, BHECEHHBIX B 6a3bl TaHHBIX 3alIUTHI;

I') nMeHa 3aTpOHYTHIX OOBEKTOB.

5. AHanu3 UHQOPMALMOHHBIX PHUCKOB - 3TO

A) aHanM3 OCYIIECTBIIAIOMMICA MpH I[OMOIIM pPa3lIUYHBIX HMHCTPYMEHTOB U METOJOB
(GopMupOBaHMS IPOLIECCOB 3AILUTHI HHBOPMALHH;

b) 3T0 mporecc COBOKYNHOIO OLIGHMBAHHUS CTENEHH 3alIUThl HH(QOPMAIIMOHHOH CHCTEMBI C
ornpeeneHrueM KOJINYeCTBEHHBIX,

B)aBromartusanms ynpapieHUs pUCKaMy, ONTHMH3AIMA (PUHAHCOBBIX PACXOIOB Ha YIIPABJICHHE,
ONTHMM3allMd BPEMEHH Ha COINPOBOXKIEHHE CHCTeM 0€30MacHOCTH KOMIIAaHHMHM, IIOIJIEpIKKa
HENPepBIBHOCTH OM3Heca.

6. Haubonee u3BECTHBIM MOJXOAOM K KOJMYECTBEHHOMY pacyeTy HH(OPMALMOHHBIX PHCKOB
SABIACTCA

A) AssetValue,

b) ExposureFactor;

B) CRAMM;

I') AnnualRateofOccurrence.

7. OnieHKa BO3MOKHOCTH BO3ZHHKHOBEHHUS YT PO3BIL:

A) AssetValue;

B) ExposureFactor;

B) AnnualLossExposure;

I') CRAMM.

8. Puck MoxHO:

A) NMIPHHATSH - COIIACUTBCH C PUCKOM U ITOHECTH 00YCIIOBICHHBIE UM ITOTEPH;

B) cHU3UTE - NPUHATE OTIpE/IeNIEHHBIN NepeueHb MEp, HallPaBICHHbBIH Ha MHHUMHU3ALHIO PHCKa;

B) nepenats - BO3JI0XKUTH 3aTpaThl Ha MOKPHITHE yiIepba Ha CTPaXOBY KOMIIAHHIO, THOO0 XKe -
TpaHc(OpMHUpOBaTh PUCK B PUCK C 0o0jJee HU3KHUM YPOBHEM OIIACHOCTH C TOMOIIBIO CHELHATbHBIX
MEXaHH3MOB.

9. MeTo/el OLIEHKH PUCKOB HHPOPMALIMOHHON 6€3011aCHOCTH

A) Metog CORAS;

b) Meton OCTAVE;

B) Operationally Critical Threat;

I") MaTpuuHEIi METOJ aHalIu3a.



