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IMacnopTt
OLIEHOYHBIX MAaTePHAJIOB M0 Y4eOHOMH NTHCIMILINHE
«MHdopMannonHas 6e30macHOCTH

Ilepeyenb KoMmmeTeHIMH, (OPMHUPYeMBIX B pe3ynbTaTe OCBOGHHS Y4eOHOI
OUCLUTUIMHBL (MOJTYJIS)

Ne Kon PopMyTHpOBKa Kontponupyemsie pasaens! (Temsl) ydeOHoii Oransl
n/  KOHTPOIH KOHTPOJIUpYEeMOi JUCLIUIINMHBL (MOIYIs) dbopmupor
i pyemoii KOMIIETEHIIHH aHus
KOMIIETEH (cemectp
e UHH - il - . | M3y4CcHHSA)
1. VK-1 Crioco6eH ocyIecTBIATh Tema 1. Bsemenue B wuH(pOpMaLHOHHYIO 4
KPMTHYECKUH aHaIU3 6esonacHocTh.  Mogenu  HHGOPMaUHOHHOM

mpobIeMHBIX CHTYaUui Ha 6e30macHOCTH.
OCHOBE CHCTEMHOrO nojaxoxna, = Tema 2. BrisiBneHue BO3MOMXHEIX HAPYILUEHHH H
BbIpa0aTHIBATE CTPATETHIO aTak B 9SKOHOMHYECKUMX HH(OPMALMOHHEIX
JeHCTBHIT cuctemax (DUC).
Tema 3. TlpoTHBOACHCTBHE BPEIOHOCHBIM |
nmporpammam B MC.
Tema 4. Tlpumenenue KpuntorpaQuYecKux
CHCTEM HIH(POBAHUS JaAHHBIX.
Tema 5. Meroas! 3amutel HHGOpMALIHK B
KOpPIOPAaTHUBHEIX BBIYHACIUTEIBHBIX CETAX
- (MuTpasner).

Tema 6. Meroasr 3amuTel MHOOPMAIMU B
rnobansHOH cety MHTEpHET.
Tema 7. Aymutr  uHPOpMaLHOHHOI
0€30MacHOCTH.
Tema 8. Ananu3 HH(POPMAIIMOHHBIX PHCKOB.



IToxasaTenu U KpUTEPUH OLIEHMBAHMUS KOMIIETEHIIUH, ONIUCAHUE HIKAJ
OLICHHBaHMS

Ne Kon

n/  KOHTPOJHUPYEMOM

n KOMIIeTEHIIHH

1. VK-1

Crocoben
OCYILECTBIIATD
KPHTHYECKHH
aHanm3

npobaeMHBIX
CHUTyalluii Ha
OCHOBe
CHCTEMHOTO
mojaxona,
BBIpabaThIBATH
CTPaTErHio
JEHCTBHH

[TokasaTens oLleHHBAHUS
(3HaHMA, YMCHHS, HABBIKH)

VK-1.2. 3-1. 3naer
METOIUKY MpPOBE/IeHHs
OLIEHKH aJIEeKBaTHOCTH U
JIOCTOBEPHOCTH
uH(OpMALIHH O
npobneMHON cUTYyaLiH,
o0HapyKeHHs IPU3HAKOB
IPOTHBOPEYHBOH
HHGOPMALMH, OJTYIEHHOH
M3 Pa3sHBIX HCTOYHHKOB

YK-1.2. ¥V-1. ¥Ymeer
OCYILECTBIATh NOUCK
peleHuit mpobineMHoM
CHTYyallMH Ha OCHOBE
JEeHCTBUH, SKCIIEPUMEHTA H
OTIBITa

VK-1.2. V-2. Vmeer
KPUTHYECKH OLIeHUBATh
BO3MOXKHbIE BAPHAHTEI
pelIeHus mpobaeMHoM
CUTYalli} Ha OCHOBE
aHanu3a NpHYUHHO-
CJIE/ICTBEHHBIX CBA3eil

Tema I.

- MH(OPMALMOHHBIX

Tema 3.

- Tabauna 2 — IlokazaTenu OLlEHUBAHUS KOMIIETEHLIUN

Kourponupyemsie pasjesst

(Tembl) y4eOHO# AUCLHILIHHEI
_(moxynst)

Beenenue B
HHGDOPMALHOHHYIO
0€e30MacHOCTb.
HH(OPMALMOHHOI
0e30macHOCTH.
Tema 2.
BO3MOMKHBIX
aTak B

Monenu

BrisiBncHue
HapylmeHut u
IKOHOMHYECKUX

(QUC).

BPEJOHOCHBIM INpOrpaMMaM B
3HUC.

Tema 4. [Tpumenenue
KpUNTOrpaUyueckux  CHCTEM
| wHdpoBaHHs JaHHBIX.

| Tema 5. Metoasl 3aluTEHL
HH(OpMaIMU B
KOPIIOpPAaTUBHBIX
BBHIYUCITUTEIEHBIX CeTAX
(Uutpaner).

Tema 6. MeToapl 3alUUTHL |
uHdpopmManuy B rnobanbHOH |
cetu UnTepHET.

. Tema & Ayaut
HH(DOPMAMOHHOH
6e30macHOCTH.

Tema 8. Anamus

UH(POPMAITMOHHBIX PUCKOB.

CHCTEMax !

[IpotuBoneiictBue

Haumenosanue
OLICHOYHOTO
cpejcTBa
CobecenoBanue,
TECT,
UHJIUBHILY AJIBHOE
3aJaHue

KpuTepuu U 1IKana OleHUBAHUS 110 OLEHOYHOMY MaTepuany «Tect»
II0 TEMaM CMBICIIOBBIX MoAyJen 1-2

IIIxana oneHUBaHUA
(uHTEpBaN 6aIIOB)

t:>--mw.hmc\-qo-c\05

Kpurepuu oueHuBaHus

- ITpoueHT npaBUIbHBIX OTBETOB cocTapiseT 95-100%

- [IporeHT npaBUILHEIX OTBETOB cocTaBuseT 85-90%

- IIpoueHT npaBuiIbHbIX 0TBETOB cocTaBisieT 71-80%
- TIpoleHT npaBUIBbHBIX OTBETOB cocTaBysieT 61-70%
- ITIpoueHT npaBUIBHBIX OTBETOB cocTaBisieT 51-60%
- TpoueHT paBUIIBHBIX OTBETOB cocTaBisieT 41-50%
- TIpoueHT npaBMIBHBIX OTBETOB cocTaBiseT 31-40%
TTpoleHT npaBHIbHBIX OTBETOB cocTaBiseT 21-30%
~ IpoleHT npaBUIIBHBIX OTBETOB cocTaBisieT 16-20%
- ITpouenT npaBuibHEIX 0TBETOB cocTaBnser 10-15%

ITponieHT NpaBUIBHBIX 0TBETOB cocTassieT 0-10%



Kpurepuu ¥ 1IKaja OleHMBaHUS MO olleHOYHOMY Matepuainy «IIpaktuyeckas paboray

o Temam 1,2,3.,4

[ITxana olieHUBAHUA
(uHTEpBAN OANIOB)

Kpurepuii onieHHBaHusA

o

[IpakTiyeckas paboTa BBINONHEHA HAa BLICOKOM YPOBHE, JIOIMYIICHBI
HEe3HAYHTEIbHBIE OLIMOKH MPH BBITOJIHEHHH, 00y4alOIIHUHCA apryMEHTHPOBAHO U
BEPEHHO OTBETHJI HA BOIIPOCHI MPENoaBaTels

[TpakTiyeckas paboTa BBINONHEHA HAa CPEJHEM YPOBHE, JOIYIIEHBI Ooee 2
HEe3HAYUTENbHbIE OIIMOKY TIPH pacyeTax uid oOpMIECHHH, 00y4aromuics
OTBETHJI Ha OOJIPIIMHCTBO BOIIPOCOB NIPENOIaBaTEd

[IpakTHyeckas paboTa BBIMOJHEHA Ha HU3KOM YPOBHE, JOMYIIEHO OONIBIIOE
[KOJTMYECTBO CYILECTBEHHBIX OIIHO0K, 00y4aroIuicsa HEyBEPEHHO OTBETHIT Ha
BOIIPOCHI TIPEINoiaBaTes

0

HpaKTH‘{CCKaH paﬁoTa HE BBITTIOJIHEHA

KpuTepun 1 1IKajia OLleHHBAHKs [0 OLleHOYHOMY MaTtepuany «IIpakrudeckas paboTa»

110 TeMe 5

[lIxana oucHUBaHUA
(uHTepBan 6annos)

Kpurepuit onenuBanus

30

[IpakTiyeckas paboTa BBINOJHEHA HA BBICOKOM YPOBHE, JOMYILEHBI
HC3HAUUTENBHBIE OLIMOKY NPH BBIMOJIHEHUH, 00y4Yaroiuiics apryMeHTHPOBAHO 1
BEPCHHO OTBETMJI HAa BOIPOCK] NPENoaaBaTes

20

[TpakTHueckas paboTa BHINONHEHA HA CPEAHEM YPOBHE, J0MyIIEHEI bonee 2
He3HaYUTEIbHbIC OMKMOKY MPU pacueTax Wi opopMIeHHH, 0bydaronuics
OTBETHJI Ha 00JIBIIMHCTBO BOIIPOCOB MPENOIaBaTe/ls

5-10

[IpakTHueckas paboTa BHINONHEHA HA HU3KOM YPOBHE, 0MYILEHO O0MbIIoe
KOJTMYECTBO CYLIECTBEHHBIX OMMO0K, 00Y4aroLUIMIACsS HEYBEPECHHO OTBETH Ha
BOIIPOCHI NIPeno/iaBaTesis

0

Hpax’mqecxaﬂ paﬁoTa HE BBIMNOJHCHA

Kpurepuu 1 IKaia OLHEHMBAHNUS [0 OLIEHOYHOMY MaTepuaiy «IIpaktudeckas pabora»

10 TEME 8

IIxana onenuBaHus
(AHTEPBAJ 0a1I0B)

Kpurepuit onieHuBanus

20

[TpakTuyeckas paboTa BbIIOJIHEHA HA BLICOKOM ypOBHE, JOITyLIEHbI
He3HAYMTENbHBIE OIIMOKH IPH BBIMOJHEHUH, 00yJarolIuics apryMEHTHPOBAHO H
BEPEHHO OTBETHIJI HAa BOIIPOCEHI NPENoAaBaTE]IA

10-15

[IpakTuueckas paboTa BBIIOJHEHA HAa CPEIHEM YPOBHE, JOIyLIEHE! Ooee 2
He3HaYKUTENbHbIE OLIMOKY IPH pacueTax MK 0OpMISHHH, 00yYarOLIHIACH
OTBETHII HA OOJIBIIMHCTBO BONPOCOB NPENOAaBaTENs

5-10

[TpakTuueckas paboTa BHIOJHEHA HA HU3KOM YPOBHE, JONYIIEHO (0onbioe
[KOJIMYECTBO CYLIECTBEHHBIX OMIMO0K, 00y4aloUics HEYBEPEHHO OTBETHII HA
BOTIPOCHI MPETo/iapaTes

[IpakTHyeckas paboTa He BbINOJIHEHA

. Haumenosanu
- OIIEHOYHOT0
n/m
| CpeJlCTBa
1 | 2
1 Tect

ITpuMepHBIi IepedeHb OIIEHOYHBIX MaTepUAJIOB

¢ [IpencraBiaenne
Kparkas XxapakTepuCTHKa OLIEHOYHOTO CPEACTBA  OLEHOYHOrO CPEZCTBA B
) - | ~ Gonze
3 4

Cucrema CTaHAapTH3MPOBAHHBIX 3alaHUH, @OH/ TECTOBBIX 3aaHHM




M03BOJIAIONIAA ABTOMATH3UPOBATE TIPOLIETYPY
U3MEPEHHA YPOBHS 3HAHUH U YMEHHH

. obyuarorerocs. _
2 llpaxtuyeckas  CpeIaCcTBO MPOBEPKH YMEHH IPUMEHATH Kommnekr
pabota [IOJIyYEHHBIE 3HAHUS 110 3apaHee ONPENEICHHON  MHAUBUIYAIIbHbIX 331aHUI
METOOHUKE OJIA PEIMICHHA 3a4a4 HIITH 3alaHUH 110 151 BBITIOJIHEHH A
TeMaM AHCUMIUIHHEI C HCIIOIb30BaHHEM MPaKTHYECKOH paboThl

 COOTBETCTBYIOILET0 IIPOrpaMMHOI0 obecreueHusl.
MeToauyecKue MaTepUasbl, ONpeaessiionide Npouexypbl OlleHHBaHHUS
3HAHHM, YMEHUH, HABLIKOB

ITpu msyuyenun yueOHOH AMCLMILIMHBI B TEYCHHE CEMECTpa CTYJEHT MaKCHUMAaJIbHO MOXCET
Habpate 100 OamioB. MuHMMaIbHOE KOIMUYECTBO OayioB, HEOOXOauMMOE [Js IOJYYEHMs 3aueTa
cocTtasnser 60 0amIos.

Texymuii KOHTPOJAb 3HAHWMH O0OydaromMXCA OCYIIECTBISETCS Ha OCHOBAHMM OLIEHKH
CHCTEMATHYHOCTH ¥ aKTHBHOCTH 10 KaXKA0# TeMe MPOrpaMMHOro MaTepuana yuyeOHON JHCIUILIMHEI.

Texymuii KOHTpOAb 3HaHUH 00y4aroIMXCs OCYILECTBAAETCA C MOMOIUBIO OLUEHKH JIOKIa/IO0B,
BBIMOJIHEHHS MPaKTUYECKUX paboT, TECTOB.

Hoxnan o6y4aroiierocs AOMKEH NMPeACTaBIaTh cOO0H CBA3HOE, JOMMYECKH MOCIEA0BATEILHOE
coolleHMe Ha 3aJlaHHYH0 TEMYy, MOKas3biBaTh €0 YMEHHE NPHUMEHAThL OMNpEACICHHSA, NpaBuia B
KOHKPETHBIX CIIy4asx.

BrinonHeHue 00y4aomuMes npakTHYeCKuX paboT HanpaBIeHo Ha:

- 00obmeHne, cuUcTeMaTU3aLMio, yriayblneHue, 3aKperjieHHe IMOJIyYEHHBIX TEOPETHYCCKUX
3HaHUH 110 KOHKPETHBIM TeMaM Yy4eOHOH AMCLHMIIIUHEI,

- (opMupoBaHHE YMEHHMH IPUMEHATH NOJYYCHHbIE 3HAHUA HA MPAKTUKE, peali3aluio eIMHCTBA
MHTEIIEKTYalbHON U MPAaKTHYECKON ACATENLHOCTH;

- Pa3BUTHE UHTEIUICKTYAIbHbIX aHATUTHUECKUX YMEHHUH 00yuaromumxcs,

- BIpabOTKY NPH PEIICHUH NMPAKTHUECKUX pabOT TakuX MPO(ECCHOHANIbHO 3HAYNMBIX KAuCCTB,
KaK CaMOCTOSTEbHOCTh, OTBETCTBEHHOCTh, TOUHOCTh, TBOPUECKAs MHUI[HATHBA.

[IpakTuveckue pabOTHl NPEANOJAraloT BBIIOJHEHHE MHAMBHYalbHBIX 33[aHMA PasHOro
yPOBHS, pacueT ¥ aHajlu3 pa3jIMYHBIX II0KA3aTENEH, X BU3YaJbHOC MPEACTABICHUE, COCTaBICHUE U
a”anu3 GopMyll, ypaBHEHUH, 00paboTKa pe3yabTaToB NPOBEACHHBIX PaCUCTOB.

TecTupoBaHHE 110 TeMaM CMBICTIOBBIX MOJYJIEH MOXKET IIPOBOJUTHECS B KOMITBIOTEPHBIX KIaccax
€ IIOMOIBIO NporpaMmel « TecTel» cornacHo rpaduka NpoBeACHHA TEKYIUEro MOAYIEHOTO KOHTPOII, a
TaKKe B CHCTEME QUCTaHIMOHHOTO 00yueHus Moodle.

ITpoMexxyTOUHAs aTTeCcTalMs OCyliecTBiIsAeTca B popme nudhepeHIupoBaHHOTO 3a4eTa.

OTHOCHUTENIBHO pacrpe/esicHusi OalloB Ha UTOTOBOM KOHTPOJIE OLIEHKH 3HAHHH, YMEHHH M
HABBIKOB 0OYHarOIIMXCS 1O pe3yabTaTaM BBINONHEHMs 3a/laHMM HCTIONB3YETCs CHCHyHolIas IIKana
OLIEHUBAHUA:

46-60 GanI0B BHICTABIAETCS B CIydae ITOJHOIO KaueCTBEHHOTO BBINOIHEHHMS BCEX 3a/laHUM WIH
OpUd HAJIMYMH OJHOM MM JBYX HE3HAUMTENbHBIX OMIMOOK B BBIYMCIIEHHM, DEIIEHHE YETKOE U
000CHOBAHHOE, UCIIOJIL30BAHUSA TBOPYECKUX TTOJXO0/I0B;

36-45 6aI0B BHICTABISIETCS TOT/Ia, KOTAa 00yJaroIUiCs IoKa3all CIOCOOHOCTh K IPUMEHEHHIO
U3YYEHHOIO MaTepHaia K pPelIeHMIO 3a1ad; 0ObICHEHHS U 000CHOBaHMS IOJHOCTLIO COOTBETCTBYIOT
Tpe6OBaHKMAM MPOrPaMMbl JMCLMUIUIMHBL, HO SBISIOTCS HEIOCTATOYHBIMH; 4YeTKOe OQOpMIIEHHE
pelIeHUs 3a1a4; PelleHre COAEPIKUT OJIHY WIIH JIBE HECYIIECTBEHHBIE ONIHOKY;

20-35 Ga/mIoB BHICTABISAETCS, €M O00yJaronuiics oBajesl HaBbIKAMM pEIIeHHs CTaHIapTHBIX
3a[a4, YMEHMEM TMIPOBOJUTH AHAIUTHYECKHE pAcyeThl, HO peIleHHe 3aiad COMEePXHT Oonbmioe
KOJIMYECTBO CYIIECTBEHHBIX OILIUOOK;

0-19 GannoB BeICTABISAETCS B ClIydae, KOTAa HH OJHO H3 3aJlaHMM HE BBINOJIHEHO HIM HX
PEIIEHUE COEPIKUT 0YeHb OOJBIIOE KOIHYECTBO CYLIECTBEHHBIX OLIMOOK; 0DyUaromMics HE I0Ka3all
BJIaJ€HHE TEOPETHYECCKHMH 3HaHHAMH H IIpHEMaMH pElICHKA 3a1a4.



Omnupasich Ha 3HaHUS 00YYArOIIMXCS, NPENoaBaTe/lb OCTaB/AeT 3a COOOH NPABO PEIIAIOLIETO
CIIOBA BO BPeMsl OIIEHUBAHHUS 3HAHUIA.
CucreMa OLIEHMBAHMSI 110 YYEOHOH OUCIHUILIMHE 110 04HOH hopme o0ydeHus™

®opMa KOHTPOJISA Makc. KoJIH4ecTBO 0a/J10B
3a oxny padorty Bceero
Texymuil KOHTPOJIb:
- TECTUPOBaHHUE (TEMBbI CMBICIOBBIX Moayen 1,2,3) 10 30
- npakTuyeckas pabora (tema 1,2,3.4) 5 20
- npakTu4eckas pabora (tema 5) 30 30
- npakTuyeckas padbora (Tema 8) 20 20
IIpomexyTouHas arTecTaiusl 3a4ent ¢ OUEeHKOIl 100
Hroro 3a cemecTp 100

* B COOTBETCTBMH C YTBEPXKACHHBIMH OLCHOYHBIMH MATEpHallaMH 110 yqeﬁﬂoﬁ JUCLHIIIIMHE

PACIIPEJEJIEHUE FAJLIOB, KOTOPBIE IIOJTYYAIOT OB YHAIOIIHUECS

Maxkcumansnoe Konuuecmeo 6an/106 3a MEKYUUIL KOHMPOTb U MakcumaabHas
CaMOCHOAMENbHYI0 pabomy  cymma Hasnios
- Cmuicnosoit Mody.ﬂb 1  Cmeicnogoit modyns 2 CMblCﬂO&OH M00yIb 3
T1 | T2 5 | H | TS | T6 | °IF T8 | )
10 10 5 5 a0 | 10| 19 | 20 100

T1 ... T8 - Homepa TE€M COOTBETCTBYHOIIHX CMBICIIOBBIX Moayneu

CoOTBETCTBHE TOCYIAPCTBEHHOM IKaIbl OLCHUBAHHS aKaJEMUUECKOH YCIIEBAEMOCTH

Cymma G6annos 3a  Ilo rocyaapcrBeHHOi Onpeaenenne
BCe BU/IbI Y4eOHOii miKaje
JeATeNAbHOCTH e .
90-100 «OTnuanao» (5) OTJIMYHO - OTIMYHOE BBHINIOJTHEHHE c
_ | ) | He3HAYHTEIbHBIM KOJIMYECTBOM HETOYHOCTEH
80-89 «Xopomo» (4) XOpoIIO — B ILEJIOM IIPaBHJIBHO BBIMOTHEHHAS
paboTa ¢ He3HaYHTEIbHBIM KOIMYECTBOM OIIMOOK
_ (0 10 %) -
75-79 XOpOIIO — B IEJOM TPAaBHJILHO BBLIIOIHEHHAS
paboTa ¢ HE3HAYUTENIHHBIM KOJIMYECTBOM OIIHOOK
(mo 15 %) _ _
70-74 «Y IOBJIETBOPUTENILHOY»  YIOBIETBOPUTEILHO — HEILIOXO, HO CO
. (3) 3HAYUTE/ILHBIM KOJIMYECTBOM HEOCTATKOB
60-69 YIOBJIETBOPUTEIHHO - BBINOJIHEHHE
___ _ YIOOBJIETBOPSIET MUHMMAJIbHBIE KPUTEPHH
35-59 «HeyoB/IeTBOPUTEIBHO» HEYIOBJIETBOPHTENILHO — c
_ (2) BO3MOYKHOCTBIO ITOBTOPHOM aTTeCTaluy
0-34 HEYJOBIETBOPUTEIBHO — c
00s13aTeNEHEIM TIOBTOPHBIM H3y4YCHUEM

JHCHHUITIIHHEBI (B_BICTaBJ'lHeTCH KOMI/ICCHCI:"I)

Tabnuua 3— Kputepud U LIKaia OIEHUBAHKSA 110 OLIEHO4YHOMY cpeacTBY «Cobece10BaHHE
lxana OlleHMBAHHSI (uaTepBan 6amioB) Kpurepnun onieHUBaHUA
5 ‘CobeceoBaHHE MPOMIEHO HA BHICOKOM YPOBHE (cTymeHT
OTBETHJI Ha BCE BOIPOCH IIPENOAaBaTels, BIaJceT
- - ipohHITbHBIM TIOHATHIHBIM anapaToM)
3-4 CobecenoBanue IpoHIEHO Ha CPEIHEM ypoBHE (CTYICHT B
LIeJIOM OPHEHTHPYETCSI B yueOHOM MaTepuale, OTBEYaeT Ha



1-2

~ BOIIPOCHI, IOIYCTHB HEKOTOPbIE HETOYHOCTH)
CobeceroBaHKe MPOHIEHO HAa HU3KOM YPOBHE (TIpH OTBETE
Ha BOTPOCH! MpernoaaBaTeiid CTyIeHT JOIyCKaeT
CYLIECTBEHHBIE HETOYHOCTH, HE BIIAZCET B JOCTATOYHON

~ cTeneHy NpoduIbHBIM KaTeropUuaIbHbIM anliapaToM
CobecenoBanue He IIpoiaeHo (CTyAeHT He TOTOB, Ha

_ BOIIPOCHI HE OTBEYAET.)

Tabnuua 4- Kputepuu u mkajia OLeHHBAHUA 110 OLIEHOUYHOMY CpeacTBY «MHAMBHIYaIbHOE 3a1aHHEY

[Ixana Kpurepuu ouieHUBaHUS
OLIEHHBAHHS
(unTEpBaN
bawros) _ — il | =
5 WHAuBHyaIbHOE 3aaHKE BHIIIOJIHEHO Ha BBICOKOM yPOBHE, JOIMyLIEHbI 1-2

_ l.I_[Kana olieHuBaHus (MHTEpBaJ OaIIOB)

n/n

He3HAYUTENbHbIE OMMOKH MPH pacueTax Wik opOpMIIEHHUH, CTYIECHT apryMEHTHPOBAHO

' M YBEPEHHO OTBETHUJI Ha BOIPOCH] IIPENOIaBaTens

3-4 WMuauBuyanbHOe 3aJaHue BHIIIOJIHEHO Ha CPEIHEM YPOBHE, NOIYIIEHEI Gouee 2
He3HAYMTe/IbHbIE OMIKOKH IIpU pacyeTax MM O(pOPMIEHHH, CTYICHT OTBETUII Ha

~ OONBUIMHCTBO BOIIPOCOB IIPENO/IaBaTels

1-2 WuauBuayanbHOE 3aJaHue BBINIOJIHEHO HAa HU3KOM YPOBHE, ,ELOHYI.HGHO 601bI1I0E
KOJIMYECTBO CYIIECTBEHHBIX OMMUOOK, CTYEHT HEYBEPEHHO OTBETHII HA BOIIPOCHI
| IpenojaBatens
0 WunuBuayansHoe BanaHHe HE BbIIIOJ'IHBHO

Tabnuua 5 — Kpurepuu U mkana OLEHUBaHMUA 110 OLECHOYHOMY cpe,ucmy «Tect»

9-10
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HaumenoBanue
OLIEHOYHOI'O
cpencrTaa
CobecenoBaHue
(ycTHBIH WM
MHCbMEHHBIH
onpoc)

Tect

WuauBuyanbHOE
3a/laHKe

Kpurepuu onieHuBaHus

| Hpoue_H_T_ npaBuIIbHBIX 0TBETOB cocTasieT 90-100%

' TIpoLeHT NIpaBUIILHBIX OTBETOB COCTaBiAeT 75-89%

 TIpoleHT npaBUiIbHBIX OTBETOB cocTaBsgeT 60-74%
_ Tlporent npaBuibHBIX OTBETOB COCTABIALT 35-59%
' TIporeHT npaBUIBHEIX 0TBETOB cocTapiieT 0-35%

Ta6nuua 6-IlepedeHb OLIEHOUHBIX CPEICTB
Kparkas XapakTepuCcTHKa OLIEHOUHOTO CPENACTBa

CpenctBo KOHTpOJ]SI OpFaHHBOBaHHOB Kak
crienranpHas Oecena npenogaBaTess ¢
00y4aroIIMMCS Ha TeMBI, CBA3AHHbIE C H3y4aeMON
y4eOHOM IUCUHUIUIMHON, ¥ PaCCUMTAaHHOE Ha
BeIsICHEHHE 00beMa 3HaHUH 00yUaroerocs 1o
yueOHON AUCLMIUIMHE UIIK OTIPENENICHHOMY
pasneny, Teme, npodieme U T

CucreMa CTaHIaPTU3NPOBAHHBIX 3aaHNH,
MO3BOJIAIOIIAS aBTOMATU3HPOBATh MPOLEAYDPY
M3MEpPEHUs YPOBHS 3HAHUH M yMEHHUH

~ ofyuarorerocs.

CpencTBo NpOBEpKH YMEHHH NIPHMEHATH
MOJy9IeHHbIE 3HAHUS T10 3apaHee ONpeaeTIeHHOH
METOMMKE U PELIeHHs 3a7a4 WK 3aaHuH 110
TeMaM OUCLHIUIMHBI C HCITONIB30BAHHEM

| COOTBETCTBYIOLLErO NPOrpaMMHOr0 00ECTICUCHHUS.

IIpencraBnenue
OLIEHOYHOrIO CpencTea B
horze
Bomnpocs! o remam
y4eOHOH AUCLMIUIMHBI

doHL TECTOBEIX 3aJaHHH

KommiexT
HUHIUBUYAJTBHBIX
3aaHMui IS BBITIOJTHEHWS
MPaKTU4YEeCKOH paboTel



CwmpiciioBoi moayas 1. UndopmanmonHas 6e30nacHOCTL B 9KOHOMUYECKHX
HH(OpPMALHOHHBIX CHCTEMAaX.

KonTpoabHble BOmpochbl I NpoBeleHus cobeceqoBaHusi 10 TeMe «BBemenue B
uH(popmaloHHy1o 6e3omacHocTs. Mojenn nHQOPMaOHHOH 0€30IacHOCTHY.

1.Yto Takoe nadopmanuoHHas 6e30macHocTs?

2.Ilepeuncnure 0OCHOBHbIE YTpo3bl HH(MOPMAITMOHHOH 06€3011aCHOCTH.

3.Kakue cymecTByoT MoaeH HHPOpMaOHHOH 6e3omacHocTH?

4.Kakue MeTo/bl 3alUThl HH(OPMALIMU BBIAEIAIOT?

5.4To Takoe MpaBoBbIE METO/IbI 3aLKUTEI HHOpMALIMK?

6.41o TaKoe opraHU3alHOHHBIE METObI 3aIUTH HHpOpMaLIUN?

7.4T0 TaKOe TEXHHYECKHUE METO/BI 3aLUThl HHpOpMALHUA?

8.UTto Takoe nporpaMMHo-amapaTHbIe MeTO/IbI 3alIUThl HHpOopMaLuu?

9.Yto Takoe KpunrorpapHuecKue MeTO 5! 3aluThl HHpopMarmu?

10.Yrto Takoe pu3HIECKHE METOIbI 3aIUTh HHPOpMaLH?

11.Kakue riaBHBIE TOCYJapCTBEHHBIE OpraHbl B oOmactd obecrneyeHus HHGDOPMAHMOHHON
fezomacHOCTH?

12.ITepeuncnute BUIbI 3aluiIaeMoi HHOpMALIUH.

HNuauBuayaibHOe 3a/jaHKHe 10 TeMe 110 TeMe «BBenenue B MHGOPMALMOHHYIO O€30IaCHOCT.
Monenu nHpOpMaLHOHHOH 6€30IacHOCTHY.

CocTaBUTh JOChE HA OOHOTPYIIIHUKA C HCNOJb30BaHHEM VHTEpHET-pecypcoB [jd OLEHKH
Bo3ackictBua MKT-TexHonormit Ha HENPUKOCHOBEHHOCTh YAaCTHOM JKM3HHM;, OLEHMTL YIpo3y
3I0yMBIIUIEHHOTO TPUMEHEHUs HHPOpMalUd M BBIPabOTaTh pPEKOMEHJAlMH 10 00eCIeYeHHIo
HEOOX0AUMOro ypOBHS 6€30MaCHOCTH YaCTHOH MU3HU B MUPE HU(POBBIX 3aBHCUMOCTEH.

KoutposibHbie BoONmpochbl /sl NpoBeleHusi cobecefopaHuss 10 Teme «Bplasnenue
BO3MOKHBIX HAPYLIEHHH U aTak B 3KOHOMUYECKHX HH(POPMAIMOHHBIX cucTeMax (DMC)»
[Tonste yrpo3ssl HHGOPMALIHOHHON CHCTEMBI
[TousATHE YA3BUMOCTH MHPOPMALIMOHHON CUCTEMBI
Knaccudukauus yrpos SUC
Buns! yassumocreid DUC
Knaccudukauus KOMIbIOTEPHBIX IPECTYIIEHUH

N

WuauBuayaibHoe 3aJaHHe M0 TeMe «BBIABIEHHE BO3MOXKHBIX HapyllIeHHH H aTak B

9KOHOMHYECKHX HH(POpMALIMOHHEIX cucTemax (QUC)»
CocTaBuTh KPOCCBOPA M3 15 CIOB, KOTOpBIE BKIOYAIOT BHIBI yrpo3 H yassumocrtedn OUC, a

TaK)Xe OCHOBHbIE MOHATHs AUCUMIUTHHBI «MIHpopMaloHHas 6€301MacHOCTEY.
Ipumepsl TECTOBBIX 3aAaHHI 10 CMBICJOBOMY MOAYJIIO 1

1. Undopmars - 310

A) 5TO CBeJleHHA O JHIax, npeaMerax, ¢akrax, COOBITHAX, ABICHUAX M NPOUECCAX HE3aBHCHMO
0T (hOPMBI UX NPEACTABICHHUS;

B) coBOKYMHOCTE HEKOTOPHIX 3HAKOB, CHMBOJIOB, CUTHAJIOB;

B) otnenbHbIe TOKYMEHTBI M OTAEIBHBIE MACCHBBI JIOKYMEHTOB.

2. 3amunraemMast HHGoOpMaLus - 3To

A) COBOKYNHOCTH TEXHMYECKHX CPEACTB M IPOrpaMMHOro obecredeHMs, a TaKXKe METOJOB
obpaborku nHpopMaLMK U AeHCTBUH NepcoHana,

B) wundopmanus, sBnfoLIascd NpeIMEeTOM COOCTBEHHOCTH M MOJUIeXallas 3alluTe B
COOTBETCTBMM C TpeOOBaHWSAMKM MPABOBLIX [OKYMCHTOB HIIM TpeDOBAHMAMH, yCTaHABIHBACMBIMU
cobcreeHHMKaMy HHQOpMALUH;



B) 310 cBeneHus o IMIAX, IpeaMeTax, hakTax, COOBITUAX, ABIECHUAX U IPOIECCAaX HE3aBUCHMO
oT (hopMBI UX MpeACTaBICHMUS.

3. Cucrema obpabotku uHGpOpPMAIUH - 3TO

A) COBOKYMHOCTh MH(OPMAIMOHHBIX PECYPCOB, CPEACTB M cucTeM 00paboTku HH(OpMAIUH,
HCIIOJb3YEMBIX B COOTBETCTBMM C 3aJaHHOW MH(QOPMalMOHHONW TEXHOJIOTHEH, a TakKe CPEICTB HX
obecriedenus, MOMENIEHHH UIH 00BEKTOB;

B) OTOENIBHBIE OOKYMCHTBI H OTACIBHBIE MACCHBBI IJOKYMEHTOB, NOKYMEHTBI H MaCCHBBI
IOKYMEHTOB, COAepIKariecs B HHGOPMAIlUOHHBIX CUCTEMAX;

B) COBOKYMHOCTH TEXHHYECKHUX CPEJCTB M MPOrPaMMHOr0 OOECIEYEHHs, a TaKkKe METOH0B
obpabotk  uHbOpPMauMM W JEHCTBHI  IepcoHana, HEOOXOAMMBIX  JUIi  BBINOJIHEHHS
ABTOMATH3UPOBaHHOH 00paboTku HHpOPMaLIUH.

4. O6bexT HHGOPMATH3ALIHH - 3TO

A) COBOKYIMHOCTh MH(pOPMAIHOHHBIX PECYpPCOB, CPEACTB M CHCTeM 006paboTkH MH(pOpMaIuH,
HCIIOJIG3YEMBIX B COOTBETCTBHUHM C 3a[JaHHOM HMH(OPMAIMOHHON TEXHOJOTHEH, a TaKXe CPEICTB HX
obecrnieyeHus, IOMEIIEHHH X 00BEKTOB;

b) wuHbopMaius, SBISIOMIASACS INPEIMETOM COOCTBEHHOCTH U IIOIUIEKaIlas 3alure B
COOTBETCTBUH C TpPeOOBAaHMAMH TPABOBBIX JOKYMEHTOB MHIH TpeOOBAHHAMM, YCTaHABIHBAEMBIMH
cobcTBeHHUKAaMK HH(OpMAaLHH;

B) COBOKYIHOCTH HAOKYMEHTHPOBAHHBIX IPAaBHUI, IHPOLELYP, MNPAKTHYECKUX IIPUEMOB HIIH
PYKOBOJSIIMX TNpPUHUUIOB B 0o6nacTH Oe3omacHOCTH HMH(OpPMAIMH, KOTOPHIMH pPYKOBOJCTBYETCS
OpraHu3alys B CBOEH NesTeNbHOCTH.

5. BeiensoTes cieayoliue HapapieHus 3amuThl UHQOpMaLuu:

A) npaBoBas 3aiuTa HHGOPMAaIHH;

B) Texnuueckas 3aiiuTa UHGOPMALWH;

B) kpunrorpaguueckas 3auura “HOOpMaLMHY;

I') busuueckas 3amura HHGOpMALMH;

JI) MaTemaTHuecKas 3a1uTa HHGOPMALIIH.

6. CpencTBo 3a1uThl HHQOPMALUHK - ITO

A) TexHHuYecKkoe, IPOrPaMMHOE, INPOrPaMMHO-TEXHHYECKOE CpPEICTBO, BELIECTBO M (MIIH)
MaTtepuall, IpeIHasHaYeHHbIE WM UCIIONb3yeMble 1A 3alMThl HHOpMAaLUH;

B) cpezctBa KOHTPOIA 3()(HEKTHBHOCTH 3alUTH HHQOpMAaLUH;,

B) cpezcTBa (husryeckoit 3amuTel HHGOpMaLIUH;

I') kpunTorpaduyecKie CpeacTBa 3alUThl HHPOPMaIHH.

7. Dransl pa3sBHTHA HHPOPMaLlHOHHOH 5€30MaCHOCTH:

A) 1816, 1816, 1935, 1946, 1965, 1973, 1985;

B) 1745,1863,1935,1965,1970,1973,1985;

B) 1815,1817,1934,1945,1966,1974,1989;

I') 1812,1816,1931,1941,1960,1971,1981.

8. OcnoBubiMH 3a1a4aMu cuctemsl Ub sBisroTes:

A) CBOEBPEMEHHOE BBISIBJIEHHE W YCTpaHEeHHe Yrpo3 Oe30IacHOCTH M pecypcam, MPHYUH U
YCIIOBHiA, CIOCOGCTBYIOIMIMX HAHECEHHIO (PHHAHCOBOTO, MATEPHATIBHOTO M MOpanbHOro ymiepba
HHTEpecaM cyObeKTOB HHOOPMALIMOHHBIX OTHOLIEHHIA;

B) aKkTyansHOCTh U HENPOTHBOPEYUBOCTH HH(MOPMAIMH, €€ 3alIMIIEHHOCTh OT PAa3pyIICHUs U
HECaHKLHOHHUPOBAHHOTO H3MEHEHN;

B) co3maHue MexaHHW3Ma M YCIIOBHI OINEpaTMBHOrO PearMpoBaHUs Ha Yrpo3bl 6€30MmacHOCTH K
NPOSIBJIEHUIO HETATHBHBIX TEHACHLMI B (PYHKIMOHMPOBAHMH NPEINPHSATHS,

I") sddexTuBHOE TNpecedeHne NOCATATENbCTB Ha PECYpChl M Yrpo3 TepCoHaly Ha OCHOBE
NPaBOBBIX, OPraHM3AaLMOHHBIX W WHXEHEPHO-TEXHMYECKHX Mep M  CpeACTB  obecnedyeHus
0e30MacHOCTH;

JI) co3maHuMe yCIOBHMH [UIS MaKCHMalbHO BO3MOXXHOTO BO3MEIIEHHS M JIOKAJTH3aLHH
HAHOCHMOTO yiepba HCMpaBOMEPHBIMUA ACHCTBUAMM (PU3HYCCKUX W HOPHUAMYCCKHUX JIUII, ocrnabneHue
HEraTUBHOrO BAWAHUA MMOCIECACTBUH HApYyILIeHHs OE30MacHOCTH Ha JOCTHXKEHHE LE/ICH OpraHu3alyH.



9. OcHOBY MaHIATHOHW TIONMTHKH 0€30IaCHOCTH COCTaB/SeT MaHJATHOE YIpaBJeHue

I0CTYIIOM, KOTOPOE I10/Ipa3yMeBaeT, 4To:

A) Bce CyOBEeKTBI M OOBEKTHl JOJDKHBI OBITh HMIAEHTHOHUUUPOBAHBI, 3aJaH JIUHEHHO
YIOPSAI0YEHHBIH HaOOp METOK CEKPETHOCTH;

b) xaxnomy 0OBEKTY CHCTEMBI NPUCBOEHA METKA CEKPETHOCTH, OMpEIENAIomas LEHHOCTh
colepairelcs B HeM HH(POPMALIHHU - €r0 YPOBEHb CEKPETHOCTH;

B) kaxnoMy cyOBEKTY CHCTEMBI TPHCBOEHA METKAa CEKPETHOCTH, OIPEIENSIoNas YpPOBEHb
JOBEpHs K HEMY - €0 YPOBEHb JOCTYIIA;

I') pemenne o paspemeHMH AocTyna cyOpexTa K OOBEKTY NPHHHMAETCS MCXOAd M3 THUIIA
IOCTYIAa ¥ CPAaBHEHHS METKU CYyObEKTa U 0OBbeKTa.

10. Ya3BumocCTh - 310

A) sro mnpucymue o0bekTy DMC npuuMHBL, NPHBOAAIINE K HapylleHHIO 6e30macHOCTH
MHQOpPMAaLMM Ha  KOHKPETHOM 00BekTe M OOYCIIOBIEHHBIE  HEHNOCTATKaMH  Ipoliecca
dyskuuonupoBanus obbvexkra HMC, cpoiictBamu apxurektypbhl DUC, mnpoTokonamMu oOMeHa wu
UHTEepQercaMy, IPUMEHIEMBIM [IPOrPaMMHBIM OOecTIedeHHeM M alapaTHOM mIaT(opMbl, YCIOBUAMU
SKCILTyaTallii, HeBHUMATEILHOCTBIO COTPYIHHKOB

b) 3T0 BO3MOXHBIE NEHCTBUA pealld3allid Yrpo3bl IPH B3aUMOJAEHCTBHH MCTOYHHKA YIPO3bI
qepe3 UMEIOIIUecs YA3BHMOCTH

B) 310 noTeHUMaNbHbIe aHTPOIOrCHHBIE, TEXHOI€HHBIE U CTUXUHHEIE YIpo3bl 6€3011acHOCTH

CMmbici10B0i MOy 1B 2. UHCTpYMeHTHI 3a1MThI HH()OPMALHH B IKOHOMHYECKHX
HH(pOpMAaUHOHHBIX CHCTEMAX.

KonTpoabubie Bonpochl 1jsi nposeaeHusi codecemoBanus no teme «lIporuBoneiicTeue
BpeIOHOCHBIM nporpammam B DM Cy»

1. Kakue BHABI KOMITBIOTEPHBIX YIPO3 CYIIECTBYIOT?

2.Yto Takoe Opanamaysp?

3.Y10 Takoe aHTHBUPYCHAS MporpamMmMa?

4.YT10 Takoe 3BPUCTHYECKUH aITOPUTM TIOMCKa BUPYCOB?

5.YTo Takoe CUrHATYpHBIH MOMCK BUPYCOB?

6.MeToasI TPOTUBOACHCTBHSA CHUPDHUHTY?

7.Kakue nporpaMMHbIe peau3alyy MNporpaMMHO-aNNnapaTHbIX CPEACTB 3alLUThl HHPOPMALUH
BBl 3Haete?

8.Uro Takoe MEXaHHU3M KOHTPOJIA M pa3rpaHHuYeHHs JocTyma?

9.Kakyrw pojb HeceT >XXypHaJlupoBaHHE MEHCTBMH B IpOrpaMMHO-aIlllapaTHBIX CpEINCTBax
3aLMUThl HHpOpMaLuu?

10.Yro Takoe cpencTBa creHorpaduyeckoit 3aumThl HHGopMauuu?

HupuBuayaiibHoe 3aiaHue 1o teme «lIpoTHBoAeHCTBHE BpeIOHOCHBIM Nporpammam B SMC»

IToaroToBuTh Ha OCHOBE MAaHHBIX caiTa www.anti-malware.ru, pasgen Tectsl - Peiftunru
anTuBHpycoB (https://www.anti-malware.ru/tests history), noxnaa npo aHTUBUPYC (MCTOPHIO CO3/IaHUA
U MCIONb30BAHMA, KOJIMYECTBO HArpaj M IPOBAJIEHHBIX TECTOB), JOKa3aTh II0YeMY BBIOpaHHbIN
AHTHBUPYC ABISETCA HAMITYYIIHM.

KoutposbHbie Bonpocbl [Jsi TNpoBedeHuss cobecefoBaHusi 1o teMe «IIpumenenne
KpUNTOorpaguyeckux cucreM n(POBaHUs TaHHBIXY

1.970 Takoe kpunrorpadus?

2.Kakue HCronp3yrTcs CHMMETPUYHbBIE AJITOPUTMBI IIH(POBaHHA?

3.Kakue ucrmonb3yroTesa acCUMETPHYHbIE arOpHTMEI uppoBanusa?

4.Yr1o Takoe kpurnrorpadpudeckas xem-QyHkuus?

5.Kakue ncnonp3yrorcs kpuntorpaguyeckue xeu-QyHKunu?

6.4Uro Takoe uudpoBas noamnucs?

7.910 Takoe HHQPACTPYKTypa OTKPBITHIX KITH0YeH?

8.Kakue poccuiickue ¥ MexIIyHapoIHble CTaHAAPThI Ha (opMupoRaHMe UMPOBOI MommucH
CYLIECTBYIOT?

9.Kakue ocHOBHEBIE KpUIITOTpauUecKHe NPOTOKOJIBI HCIIOIB3YIOTCS B CeTAX?



MuauBuayaabHoe 3a1aHue 1o Teme «[IpuMeHeHne KpUnTorpaduueckux CUCTeM MHU(QPOBAHU
JTAHHBIX»

Bammbposars ceoe @OUO ucmonb3ys MeTOAbl OAMHOYHON TEPECTAHOBKH, [BOMHON
TEPeCcTAHOBKM MarnyecKoro KBazpara u IuQpa NpocToH 3aMEHBI.

KoHTposibHbIe BONpOCHI sl MpoBeleHHs cobeceoBaHMst 0 Teme «MeTOMbI 3aIlMThI

uH(pOpMAIINY B KOPIIOPATHUBHBIX BHIUMCIUTENBHBIX ceTax (MHTpaneT)»

1. Unentuduxauus u ayTeHTU(QHKALMS.

2. I'pynmel MeTon0B ayTeHTHU(hUKALMH.

3. ITonsaTre yyeTHOH 3aMMCH IOAB30BaTEIA.

4. OcobGeHHOCTH aAMHHHUCTPUPOBAHUS MAPOJBHONW CHUCTEMBI, MCIOIB3YIOMIEH MHOIrOpa3oBbIie
MapOoJIH.

5. IIpuembl 06X0/a APOIBHOM 3aIUTHI U METO/IbI IIPOTUBOAEHCTBHUS MM.

6. Ilepebop B orpaHHUYEeHHOM JHAaIla30HeE.

7. TloHATHE COLMAIEHOTO HHXWHUPHHTA.

8. @utuunr. [Ipumepsl NpuMeHEHHS.

9. IlonsaTHe TOKEHA.

10. YipaBneHue QOCTYIIOM.

MuauBuayaibHoe 3amanue no temMe «MeToapl 3alUTBl HH(QOpPMAUMH B KOPIOPATHBHBIX
BBIYHUCIIHTENBHBIX ceTsix (MHTpaHeT)»

1. Opranu3oBaTh NapoNBHYIO 3aIUTy BaiinoB cpeAcTBaMU TeKCToOBOroO penakropa MS Word

2. Opranu3oBarh 3amuTy (GaiioB cpeacTBaMu 31eKTpoHHOM Tabmuusl MS Excel.

3. Opranu3oBaTh NapoIbHYIO 3alMTy 6a3 1aHHBIX B MS Access.

CBojiHast BEAOMOCTh HAYMCICHNMS KBAPTATBHOM rpeMur No

3a KBapTaJ roaa
FErEanT _ T e | |
Tabenvhbil _ . Koo s so i s s e A
S DHO compyoHuxa el A Honocnocms | 3aKI04EHHBIX. Vi |
HoMep || i domicHocmuy || o enrpiame |
e e e -.KQHmpaR'HIOB_ Saedna
I 2 . Menemxep :
2 1 . Pykosoaurens ks
3 _ 4 . AccucTeHT *
4 | 3 AHaIIUTHK .
IMpemusa L 27%
JlaTa co3gaHust BEIOMOCTHU
['naBHbIN Oyxranrep PyxoBoauTens

1. TIpu opraHusalyMy NapOIbHON 3aluThl (aiIoB CPEACTBAMM TEKCTOBOro pexpaxropa MS
Word:

1.1. VcTaHOBUTE 3alIUTy JOKYMCHTa OT M3MEHEHHH Tak, 4TOOBI M3MEHEHHA MOXHO ObUIO
BHOCHUTh TONBKO B mois (GopM u B Tabmuny ¢ (GaMuiuaM¥ W JIPYTHMH JaHHBIMH COTPYIHHMKOB
OpraHU3aLyH.

2. IIpu opraau3anyy 3amuThl GailsIoB cpecTBaMH 3NIeKTpoHHOH Tabmuikl MS Excel:

2.1. Cospaiite nucT JIOJKHOCTH, COIepXKallyMid JaHHBIE: KOJ JOJDKHOCTH, HAaMMEHOBAaHHE
nomxkaocTH, PUO cOTpYIHUKOB ¢ HAaHOOIbIIEH CYMMOM 3aKIHOYCHHBIX KOHTPAKTOB.

2.2. Ha micte CraTHcTHKA co3aaiiTe Tabauiy oOpabOTKM NaHHBIX, COAEPMKAIIMXCA Ha TMCTAX
BegomocTh ¥ JIOKHOCTH TakuM o0pa3om, 4To mpH BBoAE B sraeiiky B1 xoma momxsocTH (1-4) B
sueikax auamazoHa B4:B9 mosBunuch CleAyIOIIME JaHHbIC: HauMeHoBaHMe AomkHocTH, PHUO
COTpYIHHMKA C HAUGOIbIIEH CYMMOH 3aK/IFOYEHHBIX KOHTPAKTOB, YMCIIO COTPYAHUKOB Ha aHATOTHYHOH
JOJDKHOCTH, pa3Mep oOIel u cpefiHel MPeMUH 10 A0JLKHOCTH.

3. I[Ipu opraHM3aluy NaposHOH 3auMTh 623 aHHBIX B MS Access:



3.1. Coszpaiite Tabmuiy ©Oas3el gaHHbIX COTPYIHMKH, BBIIOJHMB MMIOPT JAHHBIX U3
HMEHOBAHHOTO JuanasoHa CoTpyIHUKH c jincta BegomocTs.

3.2. Co3paiite Tabnuiy JIo/MKHOCTH, HMIIOPTHPOBAB AaHHBIE O AOJDKHOCTSX M3 HMEHOBAHHOIO
nuanasona Jloaxuoctu. Kimtouepoe none tTadiuiel — Kog 10/ 12kHOCTH.

3.3. YcranoBute cBa3p Mmexay Ttabnuuamu JoskHoctd u Corpyauuku no nomwo Kojg
JAOJIZKHOCTH (CBS3H OIMH-KO-MHOTMM).

3.4. BHIIOOHHUTE CTATHCTHYECKYO 00paboTKy AaHHBIX 13 Tabnun CoTpyaHHKH U JL0/KHOCTH
10 aHAJIOTHU ¢ 00pabOTKOM aHHBIX, BEIITOIHEHHOH B 11.2.2 (MTOTOBBIN 3aI1pocC).

KoHTpoJibHbIe BONPOCHI I NpoBeleHHss cobecenoBanus 10 TeMe «MeToabl 3alIHTHI
uHpopmanuu B rinodaabHoi cetu MuTepuer»

1. CpeacTBa 3alIMThI CETH.

2. MexceTreBble 3KpaHbl

3. Knnaccuuxanuii MesxceTeBbIX 9KPaHOB I10 pa3sIHYHBEIM KPUTEPHAM.

4. Buptyanbubie yactabie cetd (VPN)

5. Cucremsl oOHapyxeHus BTopxKenuit (IDS)

IIpuMepbI TECTOBBIX 3aaHuil 110 CMBICJOBOMY MOAYJIIO 2

1. AcuHXpoHHas aTaka - 3TO

A) ucrone3yercs Kak s aHajau3a MPOLECCOB, B KOTOPHIE MPECTYITHUKH XOTAT BMEIIAThCA, TaK
U U1 TUIAaHUPOBAHMS METOJOB COBEPIICHHUS IIPECTYIIEHUS

COCTOMT B CMEIIMBAHUM U OJHOBPEMEHHOM BBINOJIHEHUM KOMIIBIOTEPHON CHCTEMOH KOMAaH[
JIBYX WJIK HECKOJIBKUX IOJb30BaTENEH;

B) pasHoBMAHOCTL JOrHYeckod GomOBI, KkoTOpas cpabaThiBa€T NpH  JIOCTHKEHHH
ONpEeNeneHHOr0 MOMEHTA BPEMEHH;

B) ucnonb30BaHME KOMIBIOTEPHBIX CHCTEM MM CeTeH I XpaHeHus, oOMeHa,
pacmpoCTpaHEHHUs UK NepeMellieHus HH(popMalii KOH(QUIEHIIMATBHOIO XapaKkTepa.

2. K wuHTepecyiolMM HapyWWTENs TEPCOHANBHBIM [aHHBIM I10JIb30BATENs aTaKyeMoro
KOMIIBIOTEPA OTHOCATCH:

A) xpassuyecs B IaMATH KOMIBIOTEpa JOKYMEHTEI M APYTHE JaHHBIE IT0JIb30BaATEIL,

b) MMeHa y4eTHBIX 3amMcedl W TNaponau Ui JIOCTyNa K pasiM4YHbIM CETEBBIM pecypcam
(cucremaM  9JIEKTPOHHBIX JeHer U ruarexed, HWurepHer-aykuuonam, WHTepHeT-neHpkepam,
9JIEKTPOHHOM noyte, MHTepHeT-caiitaM U opyMam, OHIAHH-UTPaM);

B) anpeca 3neKTpOHHOM MOYTHI APYTUX IONb30BaTeneH, 1P-aqpeca npyrux KOMIbOTEPOB CETH.

3. Ilocne momy4yeHus: ynpaBiieHUs KOJ BUpPYCa BBIMOIHAET CHAEMYIONIYIO MOCIEI0BATEIbHOCTD
IOEHCTBHH:

A) 3apaxkenne npyrux ¢GaiioB (KOMOMHUPOBAHHBIE BUPYCHI) M CUCTEMHBIX 00/1aCTeH IMCKOBON
aMsITH;

B) ycraHoBka B ONEpaTHMBHOM MaMATH COOCTBEHHBIX PE3WIEHTHBIX MOJYJIeH (pe3ulIeHTHBIE
BUPYCHI);

B) BeInonHeHWE APYTUX JEHCTBUM, 3aBUCAIIMX OT peann3yeMoro BUpyCcoM alropurma;

') mpopoimkeHne OOBIYHOM MpoLEAypbl OTKPBITHA (ailia (Hanpumep, nepeiava yrpaBICHHs
HCXOTHOMY KOy 3apaK€HHOH IIPOrpaMMBI).

4. TIpu 3anycke 3apaxeHHOro (aitia ynpasieHue NosyyacT KOJ BUPYycd, KOTOPbIi:

A) ycTaHaBNMBaeT B ONEPATHBHOW TaMATH CBOH PE3UACHTHBIH MOMAYNb, KOTOPBHIH B
nanbHenmeM OyneT nepexBaThiBaTh Bce 00pallleHUs K 3apaXKEeHHOMY JIMCKY,

B) 3arpyskaeT HCXOAHBIN IPOrpaMMHBIN (aiil U EpellacT eMy yIIPaBIeHHE,

B) koa mporpaMMbl peajpHOr0 peXuMma IMpOoLEccopa, KOTOpas IMOydacT YMNPaBICHUE IPU
MOTIBITKE 3amycka npunoxkenus Windows B cpesie onepauionHoit cuctemsl MS-DOS.

5. Tlpocreiimuii MakpoBupyc B JokyMeHTe MicrosoftWord 3apaxkaer ocTaiubHble (aiibl
JNOKYMEHTOB CJIEAYIOUMM 00pa3zoMm:

A) TIpH OTKPBITHHM 3apaXEHHOTO MOKYMEHTa YIIpaBICHUE IOJIY4YaeT COJEpIKAIlMHC B HEM
MaKpocC ¢ KOIOM BHPYCQ,

B) Bupyc nomemraer B daitn madimoHoB normal.dot apyrue Makpocel €O CBOMM KOIOM
(manpumep, FileOpen, FileSaveAs u FileSave);



B) Bupyc ycranasiusaer B peectpe Windows M (WiM) B MHHOMANH3aUMOHHOM (haiine
MicrosoftWord cooreTcTByrOLINIT (h1ar 0 IPOU3BEICHHOM 3aPayKCHHH;

I') mpu nocnenyromenm 3anycke MicrosoftWord nepsbiM OTKpHIBaeMBIM daiinom baxTnyecku
ABIACTCA YK€ 3apakeHHBIN (haiin wadnonos normal.dot, 4To MO3BOJISET KOy BUPYCa aBTOMATHYECKH
OJTydaTh YNpPABJICHWE, & 3apaKCHHE JAPYrHX (aiioB NOKYMEHTOB MOXET MPOHCXOIUTH IPH MX
COXPaHEHHUH C IIOMOILBLIO CTaHAApTHBIX koMaHa MicrosoftWord.

6. [IporpaMmHOI#i 3aK1aiKOi HA3LIBAIOT

A) BHEIIHIOIO WM BHYTPEHHIOO [0 OTHOLICHHMIO K aTaKyeMoif KOMIIBFOTEPHOH CHCTEME
nporpamMmy, o6Janarolly0 ONpeIeNeHHBIMH Pa3pyIIUTENLHEIMU (PYHKIHAMH 110 OTHOLIEHHIO K 3TOM
cucTeME;

B) ocymectnenue pasnMuHBIX HECAHKUMOHMPOBAHHBIX I0JB30BATENEM JCHCTBUIA (cbop
KOH(HACHIMANbHOH MHQOPMAUMK U ee Mepefady HAPYIIMTENIO, paspyIIeHHe HIH HAMEPEHHYIO
Mopubukaimio  MHGOPMALMH  MONBb30BATENd, HApyIIeHHe pabOTOCIHOCOBHOCTH KOMIIBIOTEDA,
UCIIO/Ib30BAHME PECYPCOB KOMIIBIOTEpPa B HEOMaroBHMAHBIX Lenax ("TposHCKkue" MporpamMsl HIIH
[IPOCTO "TpOsAHLbI");

B)yHnutoxenue iy BHECEHHE U3MEHEHHH B (YHKLMOHUPOBAHHE TIPOrPAMMHOr0 0becreyeHne
KC, ynanuroxenne uiu usMeHeHne 06pabaTeiBaeMbIX B Hell JaHHBIX IOCIIE BBINOTHEHHA HEKOTOPOTO
YCIOBHUS HITH TIOJIy4eHus: HeKoToporo coobuienus uzsHe KC ("noruueckue 60M0O51");

I') mepexsar naponeil nons3osareneit KC ¢ mOMONIBI0 MMHTALMK TIPUTIIAMIEHHS K €TO BBOIY
HITH MEPEXBATa BCEro BBOJIA MOJIL30BATENEH C KIIaBHATYPHI.

7. Kpunrorpadueit npuHATO Ha3bIBaTh

A) HayKy 0 MaTeMaTHYECKHX MeToJax obecredeHus KOHDUACHIMAILHOCTH W ayTeHTHYHOCTH
(LIETOCTHOCTH M TTOUTMHHOCTH) MH(OPMALIHH;

B) crioco6 ckperToit mepeaun coobuennit 6e3 COKpHITHS caMoro (hakra uxX rnepeiayn;

B) Taiinonuce.

8. BpeMeHHasi CII0)KHOCTB - 3TO

A) obseM mamATH, HEOOXOAUMOHN IS XpaHEHHS IMOJIYYEHHBIX B XOJ€ pabOThl JaHHBIX, KaK
QyHKLMA OT pa3Mepa 3a7a4H;

b) sTo Bpems, 3aTpayMBaeMOe anrOpUTMOM IS PEIICHMS 3aaul, PacCMaTpPUBAEMOE Kak
(hyHKIHMS OT pasMepa 3a/1auu

B) crolixocTs mudpa K pacKphITHIO METOJAMH KPHIITOAHAIH3A

9. ITo Tumy npeobpa3oBaHui MHU(BPB MOXKHO PA3AENUTH HA CIEAYIOLLINE FPYIIIIbI:

A) mmdpsl 3amMeHbI (TIOACTaHOBKH);

b) mudpsr nepecranoBky;

B) wudpsl raMMHpPOBaHKA;

I') mndpsb1 Ha ocHOBe MaTeMaTHYCCKUX TPeOOpa3oBaHUi;

J1) wudps! Ha OCHOBE aHATHUTUYECKUX IIPe0Opa3oBaHM.

10. ITo Tumy ucnons30BaHus KIkOYEk H(pPhI ASIATCS Ha:

A) cuMMeTpUIHbBIE;

b) acummeTpuuHbie;

B) ucnonb3yromue s mudpoBanus H paciunpoBbIBAHMS 1BA PA3IUYHBIX KII0Ya;

') 6nounbIe;

J1) noTokoBEIE.

CwMeici10Boii Moay.ab 3. IIpoBepka cocTosinus HHGOPMAIHOHHOM 6€3011ACHOCTH B
IKOHOMHYECKHX HHPOPMALIMOHHBIX CHCTEMAX.

KonTpoabHbie BONpoCcHI sl NpoBeJeHHsi coleceoBaHMsi 10 TeMe «AYIUT
uH(GOPMALIHOHHON 6€30MaCHOCTI

1. IIpoTOoKOIMpPOBAHHE U ayIUT

2. IlonaTHe MOOO3PHTENLHON aKTHBHOCTH.

3. OcHOBHBIE 33/1Ja4¥ AKTHBHOT'O ayIUTA.

4. Curnatypa aTaku



5. OyHKIMOHAIBHBIE KOMIIOHEHTHI U apXUTEKTYpa aKTHBHOI'O ayAuTa

KouTponbHble BONPOCHI [AJisi NpoBeleHHs cofeceqoBaHUs TI0 TeMe «AHAIM3
HH(OPMALMOHHBIX PHCKOBY

1. [Tonsite MHGOPMALIMOHHOIO PUCKA

2. MeToauku aHanu3a, OLEHKH U YIIPaBICHUS prUCKaMy HH(POpMALHOHHON Ge30macHOCTH

3. MeToas! OLIEHKH pUCKOB HH(OpMALIMOHHOM Oe3011aCHOCTH

4, ITpumeps! ucnons3zoBaHus meroga CORAS.

5. Ilpumeps! ucnons3zopanus meroga OCTAVE.

6. IlprMepbI UCTIONB30BaHUA MAaTPHYHOTO METO/1a aHAJIM3A.

HuauBuayanbHOe 3a/1aHHe 10 TeMe «AHaIU3 HHPOPMALIMOHHBIX PUCKOBY.

Ucnonezyas T'OCT P HCO/MBK TO 13335-3-2007 «METOJbI W CPEICTBA
OBECIIEYUEHUS BE3OIIACHOCTH. Yacts 3 «Mertoasl MeHEKMEHTa  0€30MacHOCTH
UH(POPMALMOHHBIX TEXHOJIOTHI» MPOU3BECTH OIEHKY PHUCKOB HMH(MOPMALMOHHOH 0€30MacHOCTH Ha
OCHOBaHUHU BO3MOXKHBIX IOTEPH VI OPraHU3alMK B CIy4ae pealu3aliy yrpos3sl.

IlpuMepsbl TeCTOBBIX 3aAaHUI N0 CMBICJOBOMY MOAYJII0 3

1. Aynut unpopmanuoHHOH 0€30I1aCHOCTH NPEANPUATHS — 3TO

A) cbop u HakorieHne HH(OPMALKKU O COOBITHAX, NPOMUCXOAAMIMX B HHPOPMALMOHHON
CHUCTEME;

B) ananu3 HakonneHHOH HH(OpMAIUH, TPOBOJUMBIM ONEPATUBHO, B PEATEHOM BPEMEHH HIH
MEePHOIUUECKH;

B) mporiecc mony4eHHs 0OBEKTHBHBIX KaUECTBEHHBIX M KOJIMYECTBEHHBIX OLIEHOK O TEKYIIEM
COCTOSHMH HMH(OPMALMOHHOM Oe30IMacHOCTH OpraHM3alMd B COOTBETCTBHM C OINPENCICHHBIMH
KPUTEPHUSMH, CTAHAAPTAMH U NIOKA3aTENAMH.

2. Peanu3aiysi IPOTOKOIUMPOBAHMS U aAyUTa PEIIAET CACHYIOIIHE 3a1a4H:

A) BBIABJIEHHE HEIITAaTHBIX CUTYAIU;

B) obecredenue Mo J0TYETHOCTH OJIb30BATENIEN M aIMUHUCTPATOPOB;

B) obecnedenye BO3MOXKXHOCTH PEKOHCTPYKLHH TTOCTI€I0BATEIBHOCTH COOBITHH;

I') o6HapyXeH¥e MOMBITOK HapylIeH!H HHPOPMAIlMOHHON 0€301aCHOCTH;

J1) npenocrasienre HHGOPMALIUU IS BBIABICHHUS H aHAJIM3a IIPOOIIEM.

3. Iloa moi03puUTeNBHON AKTHBHOCTBIO IOHUMAETCs

A) aKTHBHOCTbh, HE COOTBETCTBYIOIIAsA MOJIUTHKE DE3011aCHOCTH

MOBENECHHE TIO/b30BATENs WIM KOMIOHEHTa MH(QOPMALMOHHOM CHCTEMBI, SBIISIOIIEECS
3J10YMBILLUTIEHHBIM;

B) COBOKYIHOCTb YC/IOBHH, NIPH BHINOJHEHUH KOTOPBIX aTaka CYUTAETCS MMEIOIIEH MECTO, YTO
BbI3BIBACT 3apanee ONpeneeHHY0 PeaKIHIO;

B) [elicTBUsA, BBIIOIHAEMbIE B pAMKaX HMEIOLIMXCS [OTHOMOYMH, HO HAPYLIAIOIINe TOJUTHKY
0e30macHOCTH.

4. Cursatypa aTaku - 3TO

A) COBOKYIHOCTb yCJIOBUIf, IIPU BBITIOTHCHUM KOTOPBIX aTaka CUMTAETCH UMEIOIICH MECTO, YTO
BBI3BIBAET 3apaHee OMPECICHHYIO PEAKIIHIO;

B) 3aBUCHUMOCTB OT APYTI'HX CPeICTB 6€30MacHOCTH;

B) onucanne H3MEHEHU, BHECEHHBIX B 0a3bl JaHHBIX 3aIIUTHI,

') nMeHa 3aTPOHYThIX 00BEKTOB.

5. Ananu3 HH(pOPMALMOHHBIX PHCKOB - 9TO

A) aHamM3 OCYIUIECTBIAIOLIMICA IIPM MOMOIUM pAas3JHYHBIX HHCTPYMEHTOB H METOH0B
(hopMHpPOBaHHUS MTPOLECCOB 3aLMTHI HHYOPMAIIUK;

B) 3T0 mpouecc COBOKYIIHOrO OLCHWBAHHMsA CTEHEHM 3aIUMThl MH(OPMAIMOHHOH CHCTEMBI C
orpezie/IeHueM KOMTMYECTBEHHBIX;

B)aBroMaTu3aius yIpaBIeHus pUCKaMK, ONTUMHU3anKsa (UHAHCOBBIX PACXOJO0B Ha yNpaBICHHUE,
ONTHMM3alMsA BPEMEHM HA CONPOBOXKIEHHE CHUCTEM O€30IIaCHOCTH KOMIAHWHM, IOJIepiKKa
HETIPepLIBHOCTH OH3HEca.

6. Haubonee M3BECTHBIM MOIXOIOM K KOJMYECTBEHHOMY PacyeTy HMH(OOPMAIMOHHBIX PUCKOB
SIBIISIETCA

A) AssetValue;



b) ExposureFactor;

B) CRAMM;

I") AnnualRateofOccurrence.

7. OLeHKa BO3MOXXKHOCTH BO3SHUKHOBEHUS YTPO3bI:

A) AssetValue;

b) ExposureFactor;

B) AnnualLossExposure;

I') CRAMM.

8. PHCK MOKHO:

A) NpUHATE - COTJIACUTHCS C PUCKOM M TIOHECTH 00YCIOBICHHBIE UM IIOTEPH;

B) CHU3UTb - IPUHATH ONPEACICHHBI IEPEUEHb MEp, HAalIPaBJICHHBIH Ha MUHUMU3ALIUIO PUCKA;

B) nepenarh - BO3JI0KHTH 3aTpaThl Ha MOKPHITHE yliep0a Ha CTPaxOBYIO KOMIIAHHUIO, JINOO Ke -
TpaHcOPMHPOBATh PUCK B PHCK C 0ojiee HU3KHM YPOBHEM OIACHOCTH C IOMOIIBIO CIEUHATIbHBIX
MEXaHH3MOB.

9. MeTo/ibl OLIEHKH PUCKOB HHPOPMALIMOHHON 6€3011aCHOCTH

A) Meton CORAS;

b) Meron OCTAVE;

B) Operationally Critical Threat;

I') MaTpuyHbBIz METOJ] aHa/IM3a.



